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Chapter 1: Overview

This e-Government Primer was created in response to requests from donors and clients seeking a guide to the
introduction of e-Government in countries at national and subnational levels. A major proportion of the material
was collected and prepared in 2006. Since that time, while the frameworks included in the primer are sound, just
as technology has changed, so has the range of insights and experiences applying ICT in the complex
environment of government.

As a result, this primer is intended to be used as the starting point for a dynamic and collaborative knowledge
source of good practices, issues, and resources around the world for policymakers and practitioners alike. It is the
intention to develop a wiki-based facility to provide the means for users to refine and add content to the primer.

What is e-Government?

Introduction

E-Government is about change.

Governments, businesses, communities, and citizens around the world are recognizing the value that information
and communications technologies can bring to their operations, relationships, and outcomes. In the context of
government, this has been described as e-Government — or electronic Government. Properly designed and
implemented, e-Government can contribute to the achievement of many government policies and priorities.

Not surprisingly, therefore, policymakers and managers have contemplated and initiated e-Government in all
countries throughout the world.

The information revolution that started in the 1970s is the fifth technology revolution broadly impacting society
and national economies and is expected to take 40-60 years to mature and spread across the world. History
shows that technology revolutions have two components: the “installation” of an infrastructure phase and the
“deployment” phase accompanied by creative destruction and innovation, separated by a period of uncertainty,
institutional recomposition, and role shift. The adoption of “e” in government is now triggering significant
changes in the institutional arrangements — structures, processes, roles, skills, relationships in government (Perez,

2008).

What is e-Government? It depends. It is a project, a process, a negotiation, a way of doing things. Done well, it
can deliver many benefits to government and citizens. However, without effective leadership and an enabling
environment it can be costly, time consuming, and ineffective.

E-Government is not easy. It is more about government than technology, and can require substantial change in
many elements of government: roles, authority, processes and ultimately structures. E stands for “everything”,
not just the electronics. It therefore can encounter challenge and resistance from vested interests. Without
sustained leadership and drive, careful planning, effective implementation, and performance reporting, programs
and projects can easily fail — and many have. It is the purpose of this Primer to offer guidance and resources to
policymakers, program managers, and practitioners in overcoming these challenges and to contribute to the
achievement of governments’ policy and service objectives for their citizens and stakeholders.
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Definitions of e-Government

“E-Government” refers to the use by government agencies of information technologies (such as Wide Area
Networks, the Internet, and mobile computing) that have the ability to transform relations with citizens,
businesses, and other arms of government. These technologies can serve a variety of different ends: better
delivery of government services to citizens, improved interactions with business and industry, citizen
empowerment through access to information, or more efficient government management. The resulting benefits
can be less corruption, increased transparency, greater convenience, revenue growth, and/or cost reductions.

Traditionally, the interaction between a citizen or business and a government agency took place in a government
office. With emerging information and communication technologies it is possible to locate service centers closer
to the clients and for simple transactions to be done on a self-service basis. Access to services may be via an
unattended kiosk in a government agency; a service kiosk co-located with other community organizations and
facilities, or via a personal computer or mobile phone.

Analogous to e-commerce, which allows businesses to transact with each other more efficiently (B2B) and
brings customers closer to businesses (B2C), e-Government aims to make the interaction between government
and citizens (G2C), government and business enterprises (G2B), government and employees (G2E) and inter-
agency relationships (G2G) more friendly, convenient, bi-directional, transparent, and inexpensive.

Building on the growing body of knowledge of e-Government implementations throughout the world, and the
changing expectations of citizens in their relationship with governments, e-Government can now be described as:
“the commitment and initiative of a government to improve its relationship with citizens and the business sector
through enhanced, cost-effective, and efficient delivery of services, information, and knowledge using
information and communication technologies (ICT). It boosts the efficiency of government operations as well as
enhances good governance and transparency. A system of transparent administration can create a contributing
environment that facilitates economic development and leads to a number of government projects in which the
private sector can participate. E-Government not only provides benefits such as fast, inexpensive, trustworthy,
and reliable services to households and businesses but also offers the potential to reshape the public sector and
remake the relationships between citizens, businesses, and the government by allowing for open-communication,
participation, and public dialogues in formulating national regulations.” (Mirchandani, Johnson and Joshi, 2006)

E-Government is not an end; it is an enabler of change and can be a strong contributor to the achievement of
government’s policy outcomes. It can automate, change, and provide new insights — it deals with process, with
information, and with people. It can also facilitate a stronger role for the citizen in his/her interaction with all
levels of government and overcome the frustrations arising from interacting with the range of vertical structures
that governments rely on to implement their policies — departments, agencies, and programs.

However, citizen-centric government does challenge much of the traditional culture and practices that have
developed over many years. The real potential of e-Government is being realized when it is placed in the
context of overall government performance and governance (for example Abu Dhabi Government Modernisation
Initiative and Korea), rather than of a series of technology projects.

As a result, design and management of e-Government is both top-down and bottom-up — strategy, policy, and
standards must be broad and applied across the whole of the system or country, and done within the vision and
intent of the Government’s broad strategy/goals and objectives. However, the individual initiatives or projects
must be grounded in individual departments relying on sound governance and decision-making disciplines,
preparedness to manage culture, capacity building and change, and active stakeholder engagement.
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As the capacity of governments to exploit the value that information and technology can deliver matures and
pervades all areas of policy and operations, the term *“e-Government”, may eventually disappear as a distinct
concept. The key questions, therefore, are:

how can the integration of government policies, commitments, and operations with information and
technology best be designed and implemented to serve the interests of the public,

what political and organizational leadership, policies, and capabilities are required to drive the change,
and

where to begin?

Experiences and forecasting of the sequence of interventions that underpin e-Government were described by
Gartner in 2004. It produced an e-Government Hype Curve (see below) that reflects key capabilities and issues
that most countries work through during the e-Government journey.

\ Today
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A Surveys and
benchmarking
Gowernment portals Online not
always good

Investrnent in initial

efforts not recouped

Initial
enter prise [ E-government
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DiMaio, A and Kost, J, Hype Cycle Shows E-Government Overcoming Disillusionment, Gartner, 17 March 2004

A final, but crucial introductory point: e-Government is not limited to the richer countries. Indeed, as the
examples cited in this Primer will demonstrate, some of the most innovative e-Government applications are
appearing in the developing world: the drivers and motivation for better governance, anti-corruption, service
improvement, and e-Government have converged so that the uniting of these agendas are assisting developing
countries to leapfrog the developed countries in terms of ownership, speed of adoption, and benefits achieved.

The primer is organized in 9 chapters under three main themes: (I) Delivering Public Value Through e-
Government; (Il) Governance and Implementation of e-Government; and (ll1) Enabling Successful e-
Government. Each chapter includes extensive links (URLS) to reference materials, which were current at the time
the report was drafted. A separate References section compiles resources, ranging from academic research,
official national reports, and NGO presentations to case studies.
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Theme I: Delivering Public Value through e-
Government

The delivery and enhancement of public value® ? to citizens, businesses, communities, and employees and (other)
governments in their interactions with government and the public sector offers a systematic framework to
develop, assess, and measure policies, strategies, and business cases for e-Government. This requires
consideration of the overall environment in which the new services will operate, the enablers and barriers, and the
structures, systems, and processes that need to change (UNESCO, 2008).

Chapter 2. Value and Impact of e-Government

e The Drivers
e The Benefits
e The Objectives.

As the information revolution gradually permeates developing countries, more and more governments are
embracing e-Government as a tool for enabling, enhancing and accelerating interaction with citizens, increasing
effectiveness and efficiency in the delivery of government services, and improving transparency and
accountability. The main drivers for e-Government (and reform) are:

Limited trust and confidence in government

Low levels of citizen and business satisfaction with public services

Fragmentation and duplication of government services and information sources

Knowledge economy (i.e., new and emerging technologies, demand for business intelligence and
evidence to aid decision-making)

¢ National competitiveness — establishing investment platforms for further economic development.

The benefits to be expected from e-Government initiatives can be put into three major categories:
e improved achievement of economic and social policy outcomes (e.g., health, industry development,
education, welfare, justice, agriculture)
e improved transparency, accountability, and democracy, with reduced levels of corruption, and
e citizen and business satisfaction and confidence with public services.

Identifying the benefits of each e-Government initiative is important for the purposes of making funding decisions
based on sound investment analysis and in defining performance indicators to measure whether a project is
yielding the expected benefits during the project’s implementation and for the period of operation (see Chapter 4).

! Term originally described by Mark H. Moore in, Creating Public Value: Strategic Management in Government, Cambridge, MA,
Harvard University Press, 1995.

? There are three elements underpinning public value: the investment, the government operations affected, and the stakeholders (Centre for
Technology in Government, 2006). There are two sources of public value: value that results from improving the government itself as an
asset to society and value that results from the delivery of specific benefits directly to persons or groups.
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Ensuring that e-Government initiatives are integrated into the achievement of the
broader vision and goals of the nation or subnational jurisdiction provides the
strategic context and management framework necessary for success.

Within this context, the objectives for e-Government initiatives can focus on:

e Improving access to and delivery of public services and information

e Enhancing transparency, openness of, and engagement with the
administration

¢ Increasing productivity of businesses, citizens, and employees

e Improving efficiency in the design and delivery of government services,
and

e Contributing to broader government economic and social outcomes.

Access to and the Delivery of Public Services and Information

Citizens in many countries often spend much time and money discovering and
accessing government services. Rural populations are at a particular disadvantage
in this regard given the distance required to travel to face-to-face services. The
use of digital technology can facilitate decentralized access to services, saving
time and money for citizens who would otherwise have to travel great distances
and governments in running built infrastructure.

While e-Government will not eliminate bureaucracy, it offers the opportunity to
streamline, rationalize, and reengineer processes, reducing not only the volume of
paperwork, but also the layers of bureaucracy that are involved in conducting
common transactions. Well-planned projects can also promote equity in service
delivery and improve the ability of government to reach previously isolated
groups.

Transparency and Strengthening Democracy

One of the most commonly cited goals of e-Government lies in promoting open
processes that improve the transparency of government. Transparency is the
ability to see through the operations of government, understand the actions and
admit accountability and responsibility.

Prof. Subhash Bhatnagar has written that e-Government, carefully planned and
implemented, can reduce corruption in several ways: “It takes away discretion,
thereby curbing opportunities for arbitrary action. It increases chances for
exposure by maintaining detailed data on transactions, making it possible to track
and link the corrupt with their wrongful acts. By making rules simple and more
transparent, E-Government emboldens citizens and businesses to question
unreasonable rules and procedures and their arbitrary application.” So far,
however, there is anecdotal evidence rather than documented correlation of the
relationship between e-Government investment and decreased perceptions of
corruption.
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Example: Citizen Services A

The e-Seva service of the state
of Andhra Pradesh in India
provides citizens with a wide
spectrum of services ranging
from the payment of utility bills
to registration of motor
vehicles.

Example:  Public Internet
Access Points, Kenya A

E-Government initiatives often
include  components  that
directly  expand Internet
access. Kenya, for example, is
using VSAT (Very Small
Aperture Satellite Terminal)
technology to establish public
Internet access points at post
offices, a branch of
government that is normally
available even in remote areas
of the developing world. Such
access points, managed by
people who speak the local
languages, may become ad hoc
training centers for ICT,
increasing  e-Literacy and
opening access to the full
range of online services going
well beyond e-Government.

Example: Electoral
Commission of Kenya
(ECK) T

With donor support, ECK
upgraded its computer and
communication network in
2002, so that it could promptly
verify through online voter lists
the eligibility of voters who
had lost their voting cards or
whose names were missing
from the manual voter
registers in their respective
polling stations.


http://www.gipi.az/ssi_eng/egov/20030324.pdf�
http://esevaonline.com/�
http://en.wikipedia.org/wiki/VSAT�
http://www.ifes.org/kenya�
http://www.ifes.org/kenya�
http://www.ifes.org/kenya�

As information becomes easier to access, it assists in building a
democratic society in which citizens have a more equal position
in terms of access to information appropriate to all public
affairs (Vintar, 1999). To achieve this, public access to
information must be provided in practical terms, requiring the
documents and data being accessible to the public and
providing an easy to understand guide to the decision making
process and the associated terminology.

Online Engagement and Participation

By creating opportunities for online engagement and
participation, e-Government can also strengthen democracy.
Even in developed countries, many citizens feel isolated from
elected leaders and other government officials. By making
information and interactive services available, and by linking
people across geographic boundaries, e-Government can
increase participation in the processes of government. New
social media tools are also providing opportunities and
challenges for government to involve stakeholders in dynamic
policy development, service design, co-production and
feedback processes (see Chapter 9, Trends and Future
Directions).

The manipulation of voter registers is a major problem in some
developing countries. Fraudulent activities include the
disappearance of voter registers from polling stations, the
deletion of voters from the lists, and the registration of
deceased citizens. Such activities facilitate the rigging of
elections and dampen the enthusiasm of the electorate for
participating in the political process. Digital voter registers
offer part of the solution, providing a means of data storage and
management that is accessible beyond polling stations and
paper registers. For example, the Electoral Commission of
Kenya (ECK), with donor support, upgraded its computer and
communication network in 2002, so that it could promptly
verify through online voter lists the eligibility of voters who
had lost their voting cards or whose names were missing from
the manual voter registers in their respective polling stations.

In 2007, Estonia held its and the world's first general Internet
election. Voting was available from February 26 to 28. A total
of 30,275 citizens (around 1 per cent of the population) used
Internet voting. Key to the process was use of the e-ID which
is smart-card enabled, and the enabling legislation which was
enacted in 2002. Plans are now underway to support the use of
mobile telephones to cast votes.
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Example: Access to public sector
information and performance statistics
T
The UK Government’s Office of Public
Sector Information (OPSI) is responsible
for information policy, setting standards,
delivering access, and encouraging the
reuse of public sector information. OPSI
provides a wide range of services to the
public, information industry, government,
and the wider public sector relating to
finding, using, sharing, and trading
information. Many governments in North
America, particularly local government,
are also providing access to their data,
e.g., the District of Columbia, including
performance information of their services,
e.g.,, New York City’s City Performance

Report.

Example: Online Land Records TEP

In Karnataka, India, the Bhoomi land
registry system has automated 20 million
land records since its inception in 1998,
yielding benefits to farmers, financial
institutions, and public officials. Farmers,
for example, can quickly get their land
records from kiosks and are protected
from harassment and extortion. Whereas
getting records formerly entailed a delay
of up to 30 days, farmers now get their
records in less than 2 minutes. In this as in
other e-Government projects, benefits
include not only increased efficiency but
also reduction in opportunities for
corruption: making government services
available to citizens in a transparent and
efficient manner can also empower them
against corrupt and arbitrary
bureaucratic action.

Sources: World Bank case study and “Land
records: e-governance at work, successfully,”
Financial Express (March 17, 2006). Available
here.

Example: e-Procurement T

Online government procurement is one
application that has been successfully
implemented in several countries, with a
range of benefits. Chile’s e-Procurement
system is often cited as a success. It is
credited with making government
procurement more transparent, reducing
businesses’  transaction costs, and
reducing opportunities for corruption.



http://www.ifes.org/kenya�
http://www.ifes.org/kenya�
http://www.vvk.ee/engindex�
http://www.opsi.gov.uk/about/index.htm�
http://www.opsi.gov.uk/about/index.htm�
http://dcstat.octo.dc.gov/�
http://www.nyc.gov/html/ops/cpr/downloads/pdf/cpr_fact_sheet.pdf�
http://www.nyc.gov/html/ops/cpr/downloads/pdf/cpr_fact_sheet.pdf�
http://bhoomi.karnataka.gov.in/�
http://bhoomi.karnataka.gov.in/�
http://bhoomi.karnataka.gov.in/faq.htm#What are the benefits of computerisation to the Public ? " �
http://info.worldbank.org/etools/docs/reducingpoverty/case/96/fullcase/India%20Bhoomi%20Full%20Case.pdf�
http://www.financialexpress.com/news/land-records-egovernance-at-work-successfully/38112/�
http://www.financialexpress.com/news/land-records-egovernance-at-work-successfully/38112/�
http://www.chilecompra.cl/�

e-Parliaments T

A distinction may be drawn between those parliamentary websites
intended to inform and engage the public and those intended to
facilitate the internal decision-making processes of the parliaments.
The former include websites that video-stream the sittings and
disseminate information on proposed legislation and the legislative
process, committees and members, parliamentary calendars, and
transcripts and other materials from hearings or debates. Systems
aimed at parliamentarians can include online notices and voting.
An example of a website that contains both features is the site of
India’s Council of States. The website for South Africa’s
Parliament also includes a range of information for both the public
and Members of Parliament.

Judicial Branch Websites T

Countries’ judiciaries are also going online, posting opinions and
other information about cases. The Supreme Court of India
publishes court opinions and orders, as does the Supreme Court of
Appeals in South Africa.

Personal Sites for Elected Officials T

Increasingly, elected officials are developing their own websites
and are communicating with their constituencies via e-mail and
other electronic media. Members of Parliament in India have their
own home pages, and in Korea, they have Cyworld social network
pages known as minihompys, whilst members of Parliament in
South Africa post their contact information, committee
assignments, and e-mail addresses.

Some prime ministers and presidents have their own websites.
Canada’s Prime Minister is one. The website of the Australian
Prime Minister includes information on the PM’s office, a
biography, contact e-mail, blog, and also has a twitter site.

TheyWorkForYou is a website run by mySociety, a project of UK
Citizens Online Democracy, a registered charity. It monitors all
elected MPs, and their unelected Peers, and offers opportunities to
comment on what goes on in Parliament. A number of MPs have
linked their own websites to this dynamic source of information
about their parliamentary activity. The copyright of Hansard
remains under Parliamentary Copyright, used under license.
Openaustralia.org is modeled on this.
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Example: Single Window Trade P
Customs — Egypt has introduced a single
window for trade documentation and
merged 26 approvals into five, while
electronic filing of customs documents has
been introduced in Ghana, Kenya,
Mauritius, Rwanda, and Uganda.

Korea’s e-Customs Service — In a 10-year
period, the trade volume of Korea
increased by 3.5 times and duties and taxes
the KCS collected grew by three times,
while the number of KCS employees
actually decreased by 6 percent. The time
required for clearance of exported goods
has now reduced from more than a day to
within 2 minutes, and for imported goods
from 2.5 hours to 1.5 hours.

Example: Customs Clearance, Philippines
Using an  "off-the-shelf"  customs
application package as the main building
block, the Philippines Customs Bureau has
developed an online system to process
clearance of imports, payment of duty, and
delivery of release orders for shipments to
leave the docks. The new online system has
lessened the cost of trade for businesses,
reduced opportunities for fraud, and
helped the Bureau to maximize revenue
collection. Improved service was a major
benefit. Quick clearance of a majority of
transactions has brought down the cost of
trade significantly. Cargo is released
between four hours and two days,
compared to eight days previously.
Business people also enjoy the greater
convenience of making payments at
familiar banks, instead of lining up for
service at the Customs collection stations.

Example: Single Window for Business,
Vietnam

Hanoi and Ho Chi Minh City each
launched projects for business service
agencies in 2000. The two websites (Hanoi
Ministry of Planning and Investment and
Ho Chi Minh Department of Planning and
Investment) serve as the first point of
contact for potential investors, especially
foreign investors. They are interactive and
content rich and set standards for related
agencies elsewhere in the country. The
total project cost was on the order of
$200,000, half of which was spent on
hardware and software for the agency, and
the remainder on the Web development
project. The site has been able to reduce
turnaround time in processing by the
agency and, most importantly, the search
cost by prospective investors who
traditionally pay professional services
companies several thousand dollars for a
simple registration process.


http://rajyasabha.nic.in/�
http://www.parliament.gov.za/pls/portal/web_app.new_middle_column?p_page_name=HOME_PAGE�
http://www.parliament.gov.za/pls/portal/web_app.new_middle_column?p_page_name=HOME_PAGE�
http://supremecourtofindia.nic.in/�
http://www.supremecourtofappeal.gov.za/�
http://www.supremecourtofappeal.gov.za/�
http://164.100.24.167:8080/members/website/Mainweb.asp?mpcode=1872�
http://us.cyworld.com/�
http://www.newsweek.com/id/32996�
http://www.parliament.gov.za/pls/portal/web_app.app_view_person?p_id=2386&p_page_name=PARLIAMENT_MP�
http://www.parliament.gov.za/pls/portal/web_app.app_view_person?p_id=2386&p_page_name=PARLIAMENT_MP�
http://www.pm.gc.ca/eng/default.asp�
http://www.pm.gov.au/�
http://www.pm.gov.au/�
http://twitter.com/KevinRuddPM�
http://www.theyworkforyou.com/�
http://www.mysociety.org/�
http://www.opsi.gov.uk/advice/parliamentary-copyright/�
http://www.openaustralia.org/about/�

Productivity of businesses, citizens, and employees

Increased levels of convenience and reduction of time and cost
expended produce higher levels of productivity and are outcomes of
process reengineering. The aggregation and consolidation of services
through single entry points into government and streamlining of
decision-making and approvals are key elements of these initiatives.

Efficiency in the design and delivery of government
services, internal and external

The reengineering, streamlining, and automation of internal
processes can also have a substantial impact on the efficiency of

Example: IRAS in Singapore AEP
In 1992, the Inland Revenue
Authority of Singapore (IRAS)
introduced an imaging system to
electronically process the paper-
based returns filed by citizens.
Gradually, the interface with the
citizen was changed, permitting
filing by phone, and later through
the Internet. A Voice Response
System was installed to respond to
queries and an Electronic Payment
System (NETS Kiosk, GIRO, VPost)
was added to facilitate payment of

government operations, productivity, and satisfaction of employees. taxes. The IRAS brought the
individual citizens online as well as
As content and document management capabilities grow, all government departments and the
governments are connecting or combining departmental and agency major  commercial entities  in
intranets to provide the knowledge base for a single source of Singapore to directly transmit the
information and organizational transactions for their staff (see income details of the employees.
Chapter 7, Enabling Access to a Trusted, Connected, and Secure
Environment).

A Note of Caution on Costs Savings to Government

The changes that the adoption of ICTs make possible will not be realized overnight. Moreover, while citizens and
businesses may experience benefits, evidence to date suggests that governments in developing countries should
not expect to significantly reduce their own costs through e-Government initiatives. The implementation of e-
Government initiatives requires a serious commitment to capacity building, in terms of the infrastructure,
personnel, and education and training. While improved processes for tax collection, for example, may eventually
lead to higher tax revenues, it is likely to take time, particularly while public Internet access remains low and
citizens and businesses lack trust in both government and in digital technologies. Revenue gains in moving toward
e-Government do not necessarily offset the investments, at least in the short run.

Furthermore, the track record of e-Government to date, like that of e-development in general, has been short,
complex, and difficult to measure. Difficulties in measuring progress include the potential time lag between
project implementation and the period over which benefits begin to be delivered.

Given the opportunity cost of investing in ICT-dependent projects, rigorous evidence on impact and good
practices needs to be incorporated into governance accountabilities of relevant officials and Ministers.

Broader Economic and Societal Outcomes

E-Government initiatives can have a number of broader economic and societal benefits. E-Government may
contribute to the improved functioning of economic sectors in which the government plays an important role,
either as actor, such as in public financial management, or as regulator, such as in trade, commerce, banking, and
environmental protection, and in the health sector, where electronic health records will contribute to better
coordinated care and health outcomes of individuals and populations.
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The online availability of government content and services of value to individuals in their daily lives can also
drive the demand for Internet services, supporting, for example, the growth of Internet cafes and mobile phone
applications. These cafes, which can be a primary method of accessing the Internet for the vast majority of
citizens in developing countries, in turn can become e-Literacy centers for their communities. See Information
Society Commission, Department of the Taoiseach, Ireland, “e-Government” (2003) pp. 13-15, 26-28.
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Chapter 3. E-Government Phases, Frameworks, and Services

e The Evolutionary Phases

0 Phase 1. Presence

0 Phase 2: Interaction

0 Phase 3: Transaction

0 Phase 4: Integration and Transformation
o Relationships Orientation

0 G2C+ G2B+G2G+G2E (and vice versa)

Introduction

The literature offers a number of development models for e-Government. Many describe it in terms of an
evolutionary process, starting with a basic web presence and moving up through a number of levels (e.g.,
Gartner 2002, Gronlund 2005, Kunstelj 2004, Layne 2001, Ronaghan 2002). These levels typically consist of 4
stages: (1) Basic Web Presence; (2) Interaction; (3) Transaction; (4) Integration or Transformation. This latter
stage is also known as “horizontal integration”, where common government processes and information systems
are integrated and span multiple departments and organizations. This is offered as an aspirational or long-term
objective, where e-Government becomes a “one-stop shop” or “seamless experience” for the many constituents
of government, and the “e” disappears — doing government this way is the norm.

2000-2005

Increasing Transformation
Citizen Additional Features
Value + CRM applications

1998-2003 * Personalization
Transaction * Polling and
1997-2000  agditional Features  voting

Interaction ;
1996-1 * Enterprise E-market maki
996-1999 Additional Features portali * arket makers

Presence I « Mission-Critical
Features °* Intranets « E procurement Service Delivery
« govand * Limited « Self service « Wireless access
.edu web interactivity applications
sites « Basic search
« Information * Linked sites
only

Increasing Application Complexity

Source :Gartner Dataquest (November 2000)

The different levels can be considered in terms of complexity, consistency, value, cost, integration levels and
time. Kunstelj (2004) found that most countries reach Level 2, which is easier to achieve (e.g., supplying
application forms, e-mail contacts, and information requires little change in current systems). However fewer
countries reach Level 3, which is harder to achieve because establishing real transaction services or “vertical
integration” requires substantial intervention in the back-office systems and negotiation across different
organizations and jurisdictions.

The Evolutionary Phases of E-Government

E-Government is an evolutionary, multi-faceted process and can be viewed as consisting of a set of phases not
entirely sequential, but relying on growing levels of capability, knowledge and infrastructure.
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Phase 1: Presence — government information is published online

This phase is characterized by the existence of a presence on the Internet. During this first phase, the Internet
sites are rather static in nature and are only meant to provide general information. It may also include “push”
systems that send information to users via e-mail, SMS, or other means and can be enhanced by links between
official websites and dynamic updates of more and more specialized information.

According to the UN Global e-Government Readiness Report 2008, 94% of countries have websites, 90%
provide information, such as publications, laws, policies; 70% offer databases of some kind; and 26% offer
true “single-window” portals. Additionally, 164 governments have contact information online and 125 offer
downloadable forms.

Information published online can include laws, regulations, policies, budgets, judicial opinions, official
publications and reports, forms, executive decisions, and a wide range of government advice and information
on matters such as health and agriculture. It also can include government directories, organizational structures,
and contact information for government offices and key officials, including addresses and telephone numbers.

The quality of the websites depends on the amount of content, its usefulness and how often it is updated, as
well as navigability, usability, search capacity, accessibility, and download time. Much of this is assisted by
user-centered design techniques.

Websites designed with a focus on the user make it easier to find information. Directories of government
agencies and services can facilitate browsing and searching. As an example, New Zealand has an “A to Z”
directory of government services online. South Africa offers a list of national departments, which provides a
single place for basic information about each ministry, contact information for government officials, and links
to ministry websites.

As governments aggregate content and services into portals it becomes easier for users to find information
from multiple websites hosted by different ministries. For example, New Zealand has used the concept of life
events, providing access to content and services based on activities such as “starting a school” or “having a
baby.” Malaysia has a sophisticated portal segmented into citizen, business, government, and non-citizen
users, with a government directory that links to ministry websites, online services, downloadable forms, and
access to all other websites of federal and state governments. The UK Government’s Directgov has a mixture
of life events, government structures, help services and news. The Dutch government has surveyed its citizens
to assist in the definition of the most relevant life events. Australia enables users to browse by service, topic,
people, life event, and directories. Even more advanced portal applications provide “personalized” content. For
example, Singapore enables users to create their own “my government” web pages, configuring e-Government
content based on their individual needs and interests.

Advanced features can include disseminating content to cell phones and PDAs. This practice is known as
mobile government or “m-Government.” Japan’s national site provides a wireless access alternative, whereby
eight government entities provide content via a mobile phone or other wireless device capable of browsing.
Citizens using the service can, for example, view information on road closures, traffic warnings, and weather
and road surface temperatures, as well as access phone numbers used to report problems. The Ministry of
Foreign Affairs offers passport and visa application instructions along with contact information for local
offices, and the National Police Agency provides pictures of wanted suspects (see United Nations Global e-
Government Readiness Report 2005, p. 45.) GovHK Mobile Version carries the most popular public
information such as weather, traffic, air pollution index, and Government news. Users can also find a list of
useful telephone numbers available within the Government, and links to other Government websites that have
been tailor-made for access via mobile devices.
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Types of e-Government Websites

The diversity of e-Government applications and functions can be
presented to users through various types of websites and portals,
organized within a whole-of-government architecture and applying
the principles of no-wrong-door and content easily discovered on
basis of user requirements, rather than government structures and
integrated channel management.

National Entry Points: Gateways or Portals

National entry points or landing pages, sometimes called “gateways”
or portals, aggregate and organize content and services, often with
links to websites of individual ministries or programs. The goal of a
portal is to efficiently guide users to the information and services
they seek. Factors to consider in designing a portal include:
organization and “navigation,” design, administration, technology,
and content management, as well as hosting and other operational
factors.

National web portals can represent the face of a country to the world
and the face of government to the citizenry. They are the most
visible expression of a nation’s approach to transparency and its
commitment (or lack thereof) to citizen-centered government.
Ultimately, national portals can affect government credibility,
citizen trust, and public response to e-Government.

Portals are technically and administratively complex although they
should appear straightforward and be easy for the average citizen to
use. Getting multiple government agencies to harmonize the many
aspects of user friendliness (presentation standards, authentication,
data quality, and access rights, among others) is a major
organizational and standards challenge. While technology
considerations should not drive portal design, they must be given
proper attention and resources to avoid operational failures.

Citizen- or Business-Centric Portals

Portals designed around the needs of citizens or businesses are on
the rise in many developed and developing countries. These portals
aim to package and deliver content and services in ways that directly
fit citizens’ or businesses’ needs. The goal of these portals is to
provide “one-stop shopping” so that citizens and businesses no
longer need to go to a range of separate ministries, bureaus, or
departments to find information on a particular subject or complete a
transaction.

Governments are also organizing services and content by
information type. For example, the US government has created sites
that aggregate content from various government departments and
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National Portals

Singapore Government Online
South Africa has a single e-
Government portal. Its simple,
streamlined design, with few data-
heavy graphics to download, is
well-suited for users with low-
bandwidth connections.

The US government information
and services portal is called —
USA.gov, making it intuitively
easy to find federal government
information and services online.

Sweden's Online Public Service
Gateway and the Canadian Portal
for eGov services online (English
and French) are other examples of
comprehensive entry points that
use a variety of indexing and
organizational paths to
government  information  and
services.

Citizen- or Business-Centric
Portals

User-focused  portals include
those of South Africa, Singapore,
the Philippines, the United Arab
Emirates, and Eqgypt.

Ministry Websites

Examples of dedicated ministry
websites include the Philippines’
Department of Finance website,
the website of Cyprus’ Ministry of
Health, and the website of
Australia’s Department of
Education, Science, and Training.

Provincial, Local, and
Municipal ~ Websites and
Portals

Examples include the city of
Bangalore, India, India’s Andrah
Pradesh province, and the Varna
district in Bulgaria.
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agencies into a single interface, one for federal regulations, one compiling forms from many agencies for
download, and one permitting online payments to a range of agencies.

Ministry-level Websites

Many Ministries or departments create their own websites. However, as ministry-level websites proliferate and
become more complex, they may interfere with the goal of providing user-centric access to information and
services, unless there are detailed content and transaction links. Whole-of-government web architecture,
standards, and information architecture is critical in ensuring that content is easily discovered, linkage enables
logical aggregation, and the concept of no-wrong-door is implemented.

Provincial, Local, and Municipal Websites and Portals

Provincial, local, and municipal governments are also offering localized and specialized government services.
Peru’s “Public Window” system gives citizens in three cities the ability to learn how their local governments
are structured, to access information on municipal officials, to see how public funds are spent, and to obtain
information on procedures for obtaining a birth certificate, restaurant permit, and other official documents.

The UK national government has provided resources to help local governments create their own e-Government
sites.

Phase 2: Interaction — users can interact with public officials and organizations

This phase is characterized by speedier interactions using electronic channels for some part of a service or
transaction. Internet sites provide search capabilities and host forms to download and linkages with other
relevant sites. In most instances, this stage enables the public to access critical information online, but requires
a visit to a government office in order to complete the task.

Citizens and businesses may be able to comment on proposed regulations or file corruption complaints via e-
mails, generate downloadable forms, submit forms and information, and search various specialized databases.
Information and content is regularly updated.

Interact tools include e-mail, web-based forms, chat rooms, web forums, bulletin boards, list-serves, and online
question and answer (Q&A) sessions with government officials. Some interesting examples of Interaction
functionality include Mexico’s online forum, and a feedback system in Singapore to cut government waste.

The development of Interaction services is sometimes combined with the establishment of government-owned
or —sponsored access points, such as kiosks, community centers, or mobile units. The Bahia provincial
government in Brazil has developed citizen assistance service centers, which are based in public places such as
shopping malls and offer some 500 services.

Phase 3: Transaction - citizens and businesses can complete and secure entire tasks
online

The “Transaction” phase of e-Government involves a mutual exchange of information (and sometimes funds)
between government and citizens or businesses through step-by-step online self service processes. Citizens are
able to file tax returns, obtain visas, passports, birth and death records, licenses, and permits, pay parking fines
and utility bills, and apply for government jobs. Electronic identity and digital signatures may be recognized,
and secure sites and user pins/passwords are also required.
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Online “transactions” make government services available at any time from any Internet-connected computer
and more and more frequently via a smart mobile phone, whose cost, accessibility, and wide penetration make
it a suitable device to access e-Government services. Traditionally, government services may have required
long waits, confrontation with time-consuming bureaucracy, and the occasional bribe. Innovations such as
citizen service kiosks located in shopping centers in Brazil, portable government computers that can be carried
into rural pockets of India, or medication reminders available through SMS bring e-Government directly to the
citizens.

Business process reengineering is critical in the streamlining of time-consuming procedures, saving labor costs
and increasing productivity in the long run. In addition, governments can help to stem corruption by utilizing
new levels of automation and business intelligence to make transparent and/or electronically audit the
processes, the transactions, and payments.

Consequently, online transactions may require significant investments in back-office consolidation and
harmonization of information and technology systems, as well as changes for the government workforce. The
success of these transactions, as with other e-Government applications, will likely depend on assessing and
responding to the needs and capabilities of the intended users. One of the few available surveys of rural users
of e-Government found the following services most in demand: personal documents, including birth, marriage,
and death certificates, land registry or cadastral services, anti-corruption complaints and other grievances with
public services, and transportation-related services, including car registration and purchase of bus and rail
passes.

Examples of e-Government Services and Applications

Many nations now have hundreds of e-Government services available online, on-call, and over the counter,
many of which have been recognized by national and regional e-award programs (see for example, the e-

Europe Awards.)

There are several useful compilations of case studies and links to e-Government projects. One is the UNDESA
“Compendium of Innovative E-Government Practices,” issued in two volumes: Vol. | (2005) and Vol. Il
(2006). Another is the e-Government library of the United Nations Online Network in Public Administration
and Finance (UNPAN). A third useful resource is the UN’s Global e-Government Readiness Reports of 2004,
2005, and 2008, which provide both quantitative measures as well as illustrative examples of successful e-
Government projects, and more recently underlying governance structures. The Network of e-Government
Leaders of Latin America and the Caribbean (RED GEALC) has conducted workshops on best practices.
Finally, ePractice compiles examples of portals, services, and resources from the developed countries of the
EU.
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To give e-Government planners some ideas, and to point to possible models, the following list illustrates just
some of the innovative ways in which countries are implementing e-Government transactions:

Government to Citizen Government to Business

Income taxes Social contribution to employees

Job search Corporate tax

Social security benefits VAT

Personal documents Registration of a new company

Car registration Submission of data to the statistical office
Application for building permits, licenses Environment-related permits

Declaration to the police Customer declaration

Public libraries

Birth and marriage certificates
Enrollment in higher education
Announcement re: moving house
Health-related services
Replacing a lost wallet (Portugal)

Source.: European Commission, Directorate General for the Information Society and Media, “Online Availability of
Public Services: How is Europe Progressing”

Drivers license application ~ AP

South Africa has a website that provides detailed information on the steps required to apply for a driving
license, along with the necessary forms. Similarly, a Philippines website allows citizens to download the
necessary application forms for drivers’ licenses, which then must be submitted in person.

Automobile registration AP
Malta has a Transact website that allows individuals to renew the registration of their automobile online.

Land and property registration EP
The Government of Mozambique has worked with the Government of Italy and the Development Gateway
Foundation to digitize land records through the e-Land Registry and the Land Information Management

System (LIMS).

In Karnataka, India, the Bhoomi land registry system has automated 20 million land records since its inception
in 1998. See World Bank case study and “Land records: e-governance at work, successfully,” Financial
Express (March 17, 2006).

Birth registration EP

Bangladesh’s Electronic Birth Registration Information System (BRIS) provides a basic citizen identification
code and blends this with other data into a population database that can be shared with other public agencies.
The Department of Health uses the system to help ensure immunization of all children, with vaccination lists
provided for health workers. The system also is used to assist with the process of school enroliment.

e-Procurement ETP

Well-planned projects that reengineer the existing “system” of management can have a dramatic impact. In
2002, Romania developed an electronic system for public sector procurements. The project “reengineered” the
process for government tenders. As of March 2004, the system had been used by more than 1,000 public
institutions, and more than 10,000 suppliers had requested registration in the system. The system had handled
more than 230,000 public bids, and the resulting contracts had saved the government an estimated 70 million
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Euros. Two years later, 650,000 electronic auctions had been held between 3/2002 and 10/2006 with savings of
US$178 million.

Under Chile’s e-Procurement system (ChileCompra), companies that wish to do business with the public sector
only need to register one time in areas in which they do business. Whenever a public agency needs to purchase
goods or services, it will fill out a request in the electronic system, specifying the kind of operation and
including all the documentation and information associated with the request. Automatically the system sends
an e-mail to all the private companies registered in that area, minimizing response time and providing an equal
opportunity for all firms. At the end of the bidding process, the results are provided online, including details on
the participants, the proposals, the economic and technical scores, and the winning contractor. ChileCompra
has made business opportunities with the Chilean government more transparent, reduced firms’ transaction
costs, enhanced cooperation between firms and public agencies, and reduced opportunities for corruption. In
2008, there were 2 million procurement orders with 100,000 businesses and 900 public agencies participating,
spending 3.5% of GDP and making an additional 5% savings on the national procurement budget.

Brazil’s e-Procurement site is Bolsa Eletronica de Compras (BEC) (in Portuguese). From 2000 to 2006, 51%
savings in transaction costs and 25.5% in price reductions were achieved.

The Government of Lebanon, through its Office of the Minister of the State for Administrative Reforms, is
connecting five ministries through an e-Government system that aims to cut costs by streamlining their
procurement processes and opening them to more competitive bidding online.

At the beginning of 2003, an e-Government Procurement working group was created under the Multilateral
Development Banks (MDBSs) Procurement Harmonization Process. Since then, the Asian Development Bank,
the Inter-American Development Bank, and the World Bank have achieved a very high degree of
harmonization in their approach to providing technical advice and support to their member countries in
developing their e-GP strategies and solutions. The website provides a single entry point to all the information
developed and the comprehensive tools created.

Invoicing EP

In 2005, Denmark determined that all its public sector institutions could accept invoices only in electronic
format. This affected any company that does business with public-sector customers. The system was
implemented though a public-private partnership. It delivers savings of 120-150 million Euros per year and
uses a secure technology, with a wide range of back-office innovations, including the use of XML. See
Thomas Fjeldberg, Danish Agency for Governmental Management, "e-Invoicing in Denmark" (July 10, 2006).

Voting AT
Estonia, Brazil, and India have led the developing world in adopting e-voting systems. The ACE Project
compiles information on electronic voting, including a list of countries conducting e-voting developments.

Employment EP
The Philippines Department of Labor and Employment has a web-based job service for job applicants and
private sector employers, matching skills and job locations.

Education ~ AEP
E-Education, which in one sense represents the delivery of a government service through ICTs, is the focus of
a separate and extensive set of resources compiled by infoDev.
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Professional Training AEP

The Open Source Distance Learning Web Portal for Judges and Prosecutors, sponsored by the government
Center for Education of Judges and Prosecutors in Bosnia Herzegovina, started in 2004, with the aim of
deploying and coordinating trainings and seminars in the areas of family law, business law, and new
legislation.

Pensions ETP

The India state of Himachal Pradesh implemented an automated pension disbursement system that involved
various process reforms. A web interface allows pensioners to check to see if their pensions have been
properly credited to their back accounts. Centrelink, Australia’s Commonwealth service delivery agency
provides an integrated support and payments system on behalf of numerous government departments and
business customers to Australians, making available a wide range of personal, web, SMS, and speech
recognition services.

Health Services EP

Like education, health is a government service that has seen a huge amount of innovation in the application
and integration of ICTs — to such an extent that it is beyond the scope to this Primer to catalogue or evaluate all
the projects. Two examples will illustrate some of the trends:

o Turkey is seeking to improve healthcare services by developing a National Health Information System
that will give healthcare providers, health professionals, and citizens electronic access to health records
and related information.

e The Sri Lanka e-Health Initiative is designed to strengthen health services in Sri Lanka, especially in
outlying areas and areas affected by the tsunami, by establishing the necessary ICT infrastructure and
disseminating low-cost and easy-to-use technologies.

Tax Reporting and Payment AEP

Peru’s National Superintendent of Tax Administration initiated an online tax payment system in 2003. The
social security and health systems of Peru are also part of the system. The system is credited with significantly
increasing the efficiency of tax administration. For example, it identifies and automatically rejects incomplete
returns, reducing the number of returns that require verification and correction.

Argentina also has an e-Tax system allowing both individuals and businesses to submit tax returns online.

Customs AEP
The Automated System for Customs Data, developed by UNCTAD, is being used by most CARICOM
countries.

Immigration and Border Control TEP
Bahrain’s eVisas System automates visa application, internal review, approval, and payment, improving
efficiency and supporting the tourist industry.

Agriculture A

China is building an information network for the dissemination of information on market conditions and
agricultural technologies. The network employs radio, television, print, and Internet platforms and includes
three levels of stations at the municipal, country, and township levels. In 2003, it responded to over 400,000
gueries and welcomed 800,000 visitors to its website.
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Phase 4: Integration and Transformation — user-
centered experience, multiple agency connections

The fourth phase is characterized by redefined relationships between
government, citizens, businesses, communities and employees
delivering seamless experiences and rich levels of engagement derived
from new connectivity, interoperations and business models for service,
and policy design and development.

The integration of information, processes, and channels across multiple
government, non-government, and private sector organizations enable a
user to start and complete an entire task easily, confidently, and
securely. This underpins the concept of integrated and transformational
service. Users are able to access any service or information in a
complete “end-to-end” package where the existing boundary between
departments/ministry or organizations do not interfere with or interrupt
the service outcome, and where the services are clustered along
common “customer” needs. The integration demands are substantial
and require:

e Understanding and regular monitoring of customer experiences
and expectations
Trained and informed staff

e Interoperability and standardization of information, processes,
and technologies particularly at interfaces of organizations

e Multi-channel strategies — ensuring consistent and reliable
experiences for users within and across individual channels of
service (online, on-call, on-paper, onsite)

o Cross-organizational governance controls — i.e., Memoranda of
understanding, contracts, funding, service level agreements.

The opportunities for enabling a stronger dialogue between citizens and
government in governance and policy development is also reflected in
this phase highlighting the two-way interaction and responsiveness
expected of government — a new relationship compared to the
traditional “government—to” approaches. The OECD’s paper on
Citizen Focus: Public Engagement for Better Policy and Services
highlights the importance of having public engagement policy to utilize
the technology that supports engagement and dialogue.

E-Participation

Example - Virtual Permit
Center at Home Depot,
Washington DC

This permit center offers a
popular online service, DCRA’s
“Postcard Permit” for home
improvements. The permit center
is located at a site that is popular
for home improvement
professionals and do-it-
yourselfers. It is also Metro-
accessible, right next to the
Rhode Island Ave Metro station.
For the first time, District
residents and licensed
contractors  planning  home
improvement projects can get
both the materials they need, and
the required permits, all in one
trip. The Virtual Permit Center is
easy to find in the front of The
Home Depot store. There are two
self-service kiosks each equipped
with computers linked to the
District’s Postcard Permit
system. The permit applicant
submits the information required
for the particular type of permit
requested (e.g., plumbing,
electrical, structural), pays the
associated fee with a credit card,
and prints out a paper permit for
his or her records. .The applicant
can also call the DCRA Permits
Customer Service Center at any
time for assistance in completing
the process.

E-Participation tools are used to collect and discuss citizens’ and businesses’ views so their interests and needs
are better represented in government programs or processes. The tools include online surveys and polls,
electronic newsletters, e-mail, feedback forms, and web forums where citizens can express their opinions.
They can be used to supplement public forums or meetings. E-Participation applications may have a publish
feature, presenting relevant background information, decisions, and other materials to help citizens and
businesses understand certain public policy or regulatory issues. New Zealand has aggregated its policies,
community of practice, knowledge pool and ways to participate in government in one site, participatioNZ.
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Feedback or comment forms may support anti-corruption measures. For example, the Philippine Civil Service
Commission (CSC) implemented an m-Government system that enables citizens to text complaints or
corruption charges on government officials, and mobile phone users can report grievances against the police
using SMS.

More advanced e-Participation functionality can include personalization features. For instance, e-mails may be
sent to interested citizens or businesses based on their registered interests, alerting them to new decisions,
reports, or resources on e-Government sites.

E-Consultation

E-Consultation takes the process one step further than e-Participation, facilitating online comment on specific
policy or regulatory issues, while those issues are under active consideration by the government. E-
Consultation resources can provide online access to government proposals and other key documents including
wikis, written filings of stakeholders, and audio and visual recordings of public meetings. Resources can be
organized to facilitate online consultation with citizen or business stakeholder groups and to receive formal
inputs into government policy or regulatory processes. Online consultations can reach a wider range of
stakeholders and ensure that consultative processes are transparent.

Canada’s government has created a useful site giving citizens access to all ongoing e-Consultations (as of
April 10, 2006, there were 14). Singapore also has a site for e-Consultation. The UK, which in recent years has
scored highest on the UN’s global assessment of e-Democracy, has created resources for local e-Democracy.

e-Decision-making

e-Decision-making functionality facilitates intra-government decision-making processes. These applications
are generally associated with cabinet-level decision-making or parliamentary procedures and aim to increase
the efficiency of decision-making processes within governments. Estonia is among the countries that have
implemented e-Decision-making processes. e-Decision-making applications may also be combined with
Publish functions that provide the public with information about government decision-making.

These “phases” need not be pursued sequentially. Interaction, Transaction, and Integration/Transformation
initiatives require established and sophisticated back-end capabilities and infrastructure. In fact, some e-
Government projects have components of more than one phase and a government can offer information and
services across all phases during the evolution of e-Government in a department, a jurisdiction, and a country.

Relationships Orientation

As e-Government matures, the growing level of service value to the customer/user is proportional to the better
understanding, research, and engagement processes with various customer segments of the population through
the design and delivery phases. Enhanced levels of efficiency and shared capability between government
agencies, and even between government jurisdictions are possible when service delivery is (re)viewed through
a prism of customer demand/expectation, the potential to aggregate/consolidate information and transactions,
and channel preference for each transaction. Multi-channel strategies and multi-organizational end-to-end
services create new challenges of governance, coordination, funding, and control for governments.
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Business

Citizens

Governments

Visitors/Foreigners

Employees

The typical segmentation, distinguished by different relationships, is the following:

Government to Citizen (C2G2C) - provide information, services, and other functionality to citizens
and receive input and feedback from citizens. More recently, active citizen engagement in government
policy development using social networking technologies, as well as a number of surveying and
consultation methodologies, is contributing to more effective citizen- and business-centric government
policies, strategies, and services.

Government to Business (B2G2B) — those that facilitate any of the range of relationships and
interactions between government and businesses.

Government to Government (G2G) — projects or systems that support information sharing and
collaboration within or between government agencies

Government to Employees (E2G2E) — information and internal services that provide easy access to
government information and systems that enable staff to perform well, provide opportunities for
feedback, engagement, and collaboration, and

Government to Visitors/Foreigners (F2G2F) — information, advice, and services for individuals and
businesses planning to invest, visit, work, study, and live in the country.
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Theme Il: Governance and Implementation of
e-Government

Chapter 4. Governance of e-Government

Governance Definition

Leadership and Coordinating Bodies

Establishing the Evidence Base

Stakeholder Management

Master Plans and Strategies

Business Model, Architecture, Policies, and Standards
Investment Management and Funding, including PPPs
Accountability, Roles, and Responsibilities

Introduction

E-Government is best understood as an enabler of government priorities, policies, strategies, and services.
Successful e-Government initiatives are therefore more likely to result and have the widest impact when
planned and managed within the context of broader vision, strategies, and mechanism of government decision
making, public sector reform, improved access to ICT, and human and economic development.

The early approaches to e-Government often focused on technology-based projects. This approach was not
entirely successful. It has now evolved to incorporate planning and governance processes that define the value
required, as well as the broader environment within which information and technology operate.

The effectiveness of e-Governance and ICT strategy/management can only ever be as effective as that
permitted by the broader public sector governance arrangements. As a result, governance structures and
processes throughout government are also undergoing significant adaptation to support the demands of citizens
and key stakeholders for connected, real-time services delivered in a transparent manner.

Leadership is from the top is crucial. The ability to apply the concept of one enterprise to government, rather
than allowing multiple departments and organizations to compete for limited resources and to duplicate assets,
thus confusing users, is only able to be enforced by the most senior members of the government. Driving the
changes to become one enterprise and deliver e-Government means pursuing a substantial shift in culture and
the nature of relationships. Without key government leaders sponsoring this change and creating new
governance systems to underpin them, time, money, and stakeholder commitment can be wasted.

Defining Governance

Governance of the planning and implementation of a national e-Government strategy and associated
infrastructure, capacity building, and service projects should be embedded in each jurisdiction’s and each
ministry’s, department’s, and agency’s decision-making processes, roles, and structures.

The World Bank defines governance as the traditions and institutions by which authority in a country is
exercised for the common good. This includes:
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o the process by which those in authority are selected, monitored, and replaced,
the capacity of the government to effectively manage its resources and implement sound policies, and
o the respect of citizens and the state for the institutions that govern economic and social interactions

among them.?

The more mainstreamed the organization and governance of e-Government, the greater the probability of
success. In this way “e” applies to engaging ‘everyone’, and ensuring that all key leaders and managers accept
responsibility for the implementation of e-Government, not only the experts in e-Government or the
information and technology specialists or project managers.

Leadership and Coordinating Bodies

The end-point of e-Government is a
networked society and government, where all
the actors are able to exploit, access, and
harness services and information anywhere,
anytime within parameter of consent and law.
For managers, this may be confrontational to
the normal “ways of doing work”. As a
result, leadership from the top of government
and coordinating structures to engage,
inform, and implement are necessary to
champion the change process.

The involvement of the Head of Government,
as the champion of change, and other senior
government leaders, is important at all stages
of e-Government, but critical at the
beginning. A number of country leaders have
driven the e-Government agenda as a key
government priority, e.g., Rwanda, Estonia,
Colombia.

Central  control  versus  decentralized
autonomy is a key issue affecting e-
Government. A “top-down” approach to
planning requires close cooperation and
coordination among various units of central
government and may also serve to draw in
regional and local institutions as well. Strong
leadership and declared accountabilities must
also ensure the long-term commitment of
resources and expertise and encourage the
cooperation of disparate factions. The World
Bank’s IC4D 2009. discusses the institutional

Example: Capturing the Learnings — Saudi Arabia

Analysis of the key learnings from 20 countries assisted in the
preparation of Saudi Arabia’s First National E-Government
Strategy and Action Plan, 2006.

http:

KEY LEARNINGS FROM BENCHMARKING 20 COUNTRIES

Vision &
Objectives

1. The vision statement
needs to be user-cenired
and focused on the goal of
providing better services to
the user; specific
objectives are needed to
detail the vision

2. E-government facilitates
fransformation into an
information society

Source: Yesser

Organization &
Planning

. The e-govermnment champ-

ion is often the Head of
State and commits openly
to the program

- E-government iniiatives

require substantial funding
to be successful

. A dedicated and influential

office is needed to
implement e-government

. Oppaosition o e-govemment

from inside government is
to be expected

_ Redesign of processes is

a must before automating
them

. Governmeni-to-Citizen and

Government-io-Business
portals are organized
around user-centred events

. Laws ‘legalizing' e-

transactions are necessary
for user adoption

Implementation

10. Projects and quick-wins
need to be publicized

11. Successful pilot projects
have to address a wide
audience

12. Multiple contact channels
are needed for [T-iliterate
& remote parts of population

13. Secure privacy, authoriz-
ation and e-payments must
be provided

14. Public private partnerships
can be conducive in e-pro-
curement, e-payment & IT

15. Citizens need to be proact-
ively asked for feedback

16. Awareness and skills issues
have to be addressed
through a change
management initiative

17. E-govemment implement-
ation is difficult and slow in
several countries

www.yesser.gov.sa/english/documents/National E-
Gov Action Plan (F).pdf

*http://web.worldbank.org/WBSITE/EXTERNAL/WBI/EXTWBIGOVANTCOR/0,,contentMDK:20678937~pagePK:641

68445~piPK:64168309~theSitePK:1740530,00.html.
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options for central ministry responsibility for e-
Government: investment, administrative, or technical
coordination.

Five different models of organizing leadership for any kind
of e-Development (including e-Government) are evident:

e The shared responsibility model, in which each
ministry or department develops and implements its
own strategy;

e The policy coordination model, in which a policy
coordination body situated in the office of the head
of state provides policy guidance and coordination;

e The lead ministry model, in which one ministry
develops plans;

e The ICT (or e-Government) agency in civil service
model, in which a special purpose agency is created
outside of any ministry;

e The ICT (or e-Government) agency as PPP (public-

Example: Lead Agency, Chile

One approach for achieving top-level
support is to designate a lead agency that is
given responsibility for design and
oversight. In Chile, this was the
Communications and Information
Technology Unit (UTIC), created in 1998
and given the mandate of coordinating e-
Government efforts. In taking the lead role
in developing an e-procurement system, it
garnered support at the cabinet level,
lobbied the political parties and labor
unions, and lined up private backing from a
consortium of companies that included the
nation's telecom companies, a well-known
consulting firm, and the leading Chilean
Internet-based applications company.

private partnership) model.

The most common approach appears to be the centralized

planning and decentralized administration for planning and

managing e-Government. Under this approach (some variation of models 2, 4 or 5 above), strategists,
including a Government Chief Information Officer, at the Cabinet or Prime Minister level, may define the
overall concept of e-Government, mandate processes for stakeholder consultation, and address issues such as
records compatibility, business model and technical architecture, and data security standards. However, the
design and implementation of specific projects are best undertaken by the individual ministries or departments
who are responsible for relevant policy and delivery.

A National Council or Committee can also be supported by a senior officials committee drawn from key
ministries and/or an advisory group comprising private, non-government, academic, and R&D leaders of the
country. Mechanisms used to encourage high-level ownership and co-ordination within the government’s
structures can include:

e e-Government being a standing agenda item for Cabinet, being addressed by committees of Ministers
concerned with strategic policy, planning, and funding;

e committees and working groups of leading officials ensuring that the e-Government initiatives receive
significant senior attention in order to deal with the dominance and traditions of vertical government.
Their roles are to approve and oversee the funding and implementation of e-Government across
government, remove obstacles and modify various policies, legislation and programs as circumstances
demand; and

e acentral strategic and advisory e-Government area of leadership, policy, performance monitoring, and
knowledge building. This supporting Office and Secretariat, to be most effective, may be set up in the
President or Prime Minister’s office, where it will have a clear view across Ministries and divisions, or
be centrally located in a Finance or Planning Department.

The e-Government office (or ClIO/Information Management office or National Information Society agency)
may guide information exchange and develop policies and standards and encourage interoperability between
independently developed e-Government applications and their hosting agencies. It can facilitate the sharing of
lessons learned across e-Government projects, becoming a repository for institutional knowledge about e-
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Government; create the architectures for the broader
use of existing applications to avoid “reinventing the
wheel,” applying the principle of build once, use many
times; advise the Government on all budget proposals
requiring information and technology; and lead the
process of periodically refining and updating the e-
Government strategy.

Increasingly, the role of the Chief Information Officer
(CIO) is seen as a vital strategy to bridge the gap
between management and technology (see Waseda
University Institute of e-Government, “2009 World e-
Government Ranking”).

Establishing the evidence base

e-Readiness assessments measure a country’s ability
to exploit ICTs for the achievement of the
government’s policies, goals, and priorities for human,
economic, or democratic development. The e-
Readiness assessment process can help provide the
baseline to frame realistic projects and identify
underlying issues of technical and human capacity that
will need to be addressed in order to effectively
implement e-Government.

The range of e-Government ranking tools using a
range of measurement methodologies, give insights on
the key issues and performance measures to
incorporate in the e-Government Strategy — e.g., ICT
network preparedness and penetration, interface
applications, management optimization, CIO capacity,
web accessibility and usability, enabling environment
factors, citizen engagement/participation, and service
delivery capability. The United Nations Public
Administration  Network conducts e-Readiness
Assessments of nations. It assesses the nation’s
capacity on six indicators: E-Readiness, Web
Measure, Human Capital, Infrastructure, E-
Participation, and E-Inclusion.

Another important first step in developing an e-
Government strategy is capturing the key priorities of
government for which ICT can be utilized, and
eliciting evidence of demand and supply — e.g., need
to understand citizen and business demands, service
utilization and experiences, digital preferences,
channel access options, and concerns.
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Examples: National Councils of Ministers

A national council of Ministers (multi-
jurisdictional), such as Australia’s Online and
Communication Council and Korea’s
Informatization Promotion Committee chaired
by the PM, are examples of national structures
responsible for overseeing and coordinating new
policies and standards, and driving their
implementation.

The  e-Transformation  Turkey  Executive
Committee has both senior Ministers and Under-
secretaries overseeing the implementation of the
Information Society Strategy.

Checklist: Starting e-Government

e Measure the demand and supply baseline

e Design the e-Government strategy by
defining  goals, targets, timelines,
structures, and roles, placing it within a
wider governance and reform strategy, and
ensuring substantial stakeholder
engagement.

e Establish or enhance existing governance
structures, systems, and priorities, ensuring
alignment to policies, and which support
design, implementation, coordination, and
capacity building.

e Determine the e-Government whole-of-
government systems architecture and
establish information systems
requirements, taking into consideration
interoperability, security, and other issues
that will cut across projects or agencies.

e Assess the risks, enablers, and barriers to
implementation, including legal,
regulatory, and policy (e.g., digital
inclusion) enablers.

e Develop reasonable and sustainable
budgets.

e Detail an action plan for implementation
and reporting, and assign accountabilities
to all Ministers, agencies, and committees.

e ldentify and standardize  relevant
management  disciplines —  project,
program, risk, stakeholder, quality,
sourcing management

e ldentify human resources needs and
develop an appropriate training program.

e Manage, review, and update the e-
Government strategy.
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http://www.epractice.eu/en/document/288416�

A supply-side understanding of the current assets
available, including skills inventory, IT inventory, and a
service inventory of the public sector, current contracts,
and existence or facility of inter-agency agreements
provide a valuable baseline from which future
investments can be determined.

Success = Stakeholder Engagement

Successful change programs, like e-Government
initiatives are dependent on the active engagement,
support, and contribution of key stakeholders, including
citizens and businesses, as well as overcoming any
infrastructure constraints, funding limitations, and
immaturity of human capital development.

The benefits of consulting with the citizens, the business
community, local governments and non-government
organizations (NGOs) are the opportunities to:
o link services and technologies in national
initiatives,
e ensure the quality of design of the services that
enhance their likelihood of use, and
e optimize the levels of influence to support the
push towards e-Government.

NGOs and ICT companies may also have useful expertise
in ICTs and may be able to assist in organizing
citizen/business consultations. They can also be helpful in
building public awareness of projects once launched.

Stakeholders will have different interests and influences
in e-Government programs and projects. One useful
technique is to prepare a stakeholder management plan
that identifies who each stakeholder is, their level of
influence over the outcomes of the program, and the level
of engagement they should have - e.g., active
involvement, monitored, being kept informed, managed
closely.

National and Master Strategies and Plans

Many countries and governments at national and
subnational levels have defined their e-Government or
Government Transformation Strategies within the context
of creating a citizen-centric, innovative, and integrated
government (e.g., UK, Singapore, Australia). Over time,
these visions and strategies have been extended to
incorporate  elements of  e-Governance, High
Performance, and World Class government (e.g., India,
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Example: Measuring Citizen Satisfaction,
Canada

The Common Measurements Tool (CMT) of
the Institute for Citizen Centred Service was first
released in 1998 as an easy-to-use client
satisfaction survey instrument that would
facilitate benchmarking across jurisdictions.
Using the CMT, public-sector managers are
able to understand client expectations, assess
levels of satisfaction, and identify priorities for
improvement. By using the questions set out in
the CMT, jurisdictions can also compare their
results against peer organizations, identifying
best practices and sharing lessons learned. This
tool has now been adopted by a number of
countries and provinces/states across the world.

Example: Measuring e-Services

Satisfaction, Australia,
http://www.finance.gov.au/publications/interacting-with-
government/index.html

Interacting ~ with ~ Government  explores
Australians” use and satisfaction with e-
Government services provided through the
Internet and telephone. It investigates:
e how people contact government by Internet,
telephone, in person, or by mail
o satisfaction with these means of contacting
government, including reasons for
satisfaction and dissatisfaction
e reasons why people choose to use or not use
e-Government services
o preferences for future delivery of
government services.

The annual studies show that the way people
interact with government has changed
significantly in a relatively short period of time.
In 2005, overwhelmingly, Australians made
contact with government in person. In 2008, the
Internet is the most common way people last
made contact with government. The insights
provided by this latest study provide an
important guide for governments in improving
service delivery. The focus for governments is
changing from encouraging greater use of the
Internet to providing e-Government services that
meet the needs and preferences of the Australian
population.


http://www.egov4dev.org/transparency/techniques/stakeholder.shtml#mapping�
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http://www.finance.gov.au/publications/interacting-with-government/index.html�

Saudi Arabia, Abu Dhabi, Jamaica) and also importantly its contribution to national prosperity (e.g., Nigeria
and Norway*).

These Strategies accommodate ICT infrastructure expansion (often triggered by intended government use) and
e-Government as well as elements of public sector reform and modernization.

The master plan can be thought of as operating in multiple tiers and can even consist of separate documents. At
the most conceptual level, there will likely be a strategic vision — a document that sets out overall goals and
objectives for e-Government, or which defines the application of ICT to any relevant Government initiative —
embedding the strategy within other key government policies. This strategy might then be the basis for an
action plan.

There are many common elements to the national and subnational strategies, as illustrated below (compiled
from multiple national e-Government strategies referenced throughout this e-Government Primer).

Composite of a High Level Strateg

The DESTINATION e Vision

The WHY Mission and Rationale

The WHAT Networked Society

Public Service Delivery — Improving Access and Services

Citizen Participation, Engagement, and Inclusion

Technology Capabilities and Infrastructure

Contribution to Social and Economic Development, Competitiveness

Capacity Building, e.g., e-Government Building Blocks

e-Government/CIO leadership roles, structures, responsibilities, and whole-

of-government assets

e Training and development of politicians, public sector policymakers, broad
employee base, and ICT/e-Government practitioners

o Information, Intelligence, and Knowledge Management

e Enabling Environment — Legislation, Business Model and Architectures,
Policies, Security, Controls

e Government structures and organizational developments, e.g., shared

services, Centers of Excellence

Priorities, Principles, Methods, and Funding (incl. PPPs)

Implementation Plan

Measurement and Reporting Timeline

Coordinating and Collaborating Structures, Relationships, and Accountability

The HOW

By WHEN
The WHO

* eNorway 2009 is described as supporting government policy for economic growth and increased value creation,
prosperity, and welfare development and change in the public sector.
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Business Model and Enterprise Architecture,
Policies, and Standards

Few governments or companies invest substantial funding in
buildings, roads, services, or communities without detailed
plans and understanding of their “fit” or compliance with
town planning schemes and requirements.

The network or information highway connecting structures,
services, and assets of government to each other, to
individuals, and other entities creates a new business model
for governments. Rather than allowing the network to grow
in an ad hoc and expensive way, many governments have
recognized the need to manage the new and evolving
business model of government (how all the parts will
connect and “interoperate” to deliver results), especially if
many systems and services are designed and/or operated by
third parties (e.g., outsourced).

The value of the “enterprise architecture” (EA) is that it
documents a pathway for the practical achievement of
government’s vision and policies; ensures alignment to
business operations and efficiency of connections between
agencies and organizations, known as interoperability, and
guides investments to improve business performance and
reduce duplication of assets. It also provides a “map” to
guide donor funding to the areas of greatest priority.

It generally has two aspects: mapping of the current
situation, and depicting the future state, or “to-be” situation.
The EA will provide a comprehensive description of the
interconnecting layers of government’s business (e.g.,
organizations,  services, channels, and processes),
information, applications and technology infrastructure, and
the way of managing them. It becomes a tool to aid
investment decision making, and in some jurisdictions, such
as the US federal government, the production of an EA is a
legislative requirement.”

Common new features of the government business model
include consolidation and reengineering of “back-office”
processes and associated technologies, as well as one-stop
shops with the creation of integrated access to “frontline”
government services. For example, many countries and
provinces or states have pursued the establishment of shared
IT infrastructure services as an efficiency, center of
excellence, and value for money measure, many are

% Clinger-Cohen Act, 1996, USA.
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Example of Government Enterprise
Architecture

The U.S. government has developed a very
detailed Federal Enterprise Architecture in an
effort to manage its huge IT investments.
Examples of a somewhat less complex but equally
comprehensive enterprise architecture are those
of the state of Virginia and Abu Dhabi.

Canada also has a successful example of this
approach, with its early adoption of the 'Business
Transformation Enablement Program' and a
federated approach to enterprise architecture
adoption. It helps departments and agencies
improve the reliability and consistency of
transformation across governments with a more
thorough, standardized approach for program,
service, and technology alignment and design. It
aims to promote efficiency and reusability, as
well as transformation project planning and
implementation.

Standards

\

J "Busin!ss"-,
[ Achibschurs!,
" paa b

Arhitachire
Applications
Athitachire

Techrology
Arhibachure

Architectural Models

Transitional Processes

Source: A Practical Guide to Federal Enterprise
Architecture, CIO Council, February, 2001

Commonwealth of Virginia

Commonweatth of Virginia
Enterprise Architecture Process Model

Architechare Current State HArchitechure Future State

Enterprise Architecture Governance and Transitional Processes

Source:
htto.//www.vita. virginia.qov/oversight/default.aspx?id
=353
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concentrating ownership and responsibility for certain categories of information and data in one ministry or
agency, and some are allocating “process ownership” to particular government processes, for example, identity
authentication, registration, and licensing.

The central office of the CIO or e-Government is best situated to build the national or government enterprise
architecture. This can be done in collaboration with other ministries and agencies in a federated system. The
associated policies, standards, and guidelines to support implementation, frame advice to government on
funding proposals, and review existing operating models in light of new policies and new technologies are part
of the duties of the e-Government leadership bodies and governance mechanisms required to shape the
effectiveness and efficiency of implementation.

Funding the Strategy and Projects and ongoing Operations — Investment
Management

Funding of the entire e-Government Strategy/ Master Plan and its individual projects is complex as it is likely
to impact many areas and functions of government. It demands an overall investment and benefits
management approach in the context of whole-of-government priorities, capabilities, and desired outcomes, as
well as details of benefits, performance measures, risks, options, costs (development and Total Cost of
Ownership), and enablers/barriers to implementation for each of the associated projects and initiatives.

In general, e-Government projects and ICT-dependent projects have experienced high rates of failure.® Failure
rates are even higher in developing countries; by some measures, more than 60-80% of projects are partial or
total failures (see United Nations, World Public Sector Report 2003, “E-Government at the Crossroads”,
October 2003, p. 60). The cause of these failures, still evident today, can be attributed to:

Gaps between information system design and user needs and capabilities
Poor planning

Unclear goals and objectives

Objectives changing during the project

Unrealistic time or resource estimates

Lack of executive support and user involvement

Failure to communicate and act as a team, and

Inappropriate skills.

As a result, governments have introduced more disciplined approaches to decision-making including the use of
a business case model to be produced for each proposal and judging the design against a whole-of-government
enterprise architecture and whether it is consistent with agreed standards of interoperability, connectivity,
security, etc.

In 2006, the OECD developed a set of indicators (Annex C in linked document) designed to support the
development of business cases for e-Government, and the Local e-Democracy National Project in the UK has
developed a Business Case Toolkit, which will produce a generic business plan that can later be edited into
house style to support the implementation of e-democracy tools.

® The Chaos Report 1995, The Standish Group — http://net.educause.edu/ir/library/pdf/NCP08083B.pdf
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Understanding Costs and Benefits

A key component of the business case is the documentation of existing and proposed costs, not only for
the development project, but also to sustain the service’s or capability’s ongoing operation. More
recently it has also captured the time and cost impacts on the users/ customers and third parties.

The costs to governments of launching successful e-Government projects can be sizeable, and many are
not directly related to technologies. The requirement for substantial infrastructure capital investment can
be the trigger for the use of long-term financing instruments or strategic sourcing arrangements,
particularly if it is a fundamental building block for multiple e-Government services.

Identifying Benefits

As noted in Chapter 2 the benefits to be expected from e-Government can be categorized into three broad
categories:

e improved achievement of economic and social policy outcomes (e.g., health, industry
development, education, welfare, justice, agriculture, etc.);
improved transparency, accountability, and democracy, with reduced levels of corruption; and

e greater citizen and business satisfaction and confidence with public services due to improved
delivery and cost savings to the government, to businesses, and to individuals.

Using a comparable framework, the OECD developed the following model, which includes direct and
indirect benefits to government and non-government stakeholders (citizens and businesses).

Type of Government Beneficiaries Non-Gowvernment Beneficiaries
Benefit (Citizens & Business)
Direct 1) Reducing Costs: freeing 2) Reducing Burden:
Financial resources for public and private administrative simplification;
Benefits innovation; increasing value of providing higher valued and faster
products and services services; saving time and money
and improving equity
Direct Mon- 3) Capturing Total Benefits of 4) Increasing User
Financial Investment: achisving Satisfaction: 24/7 =ervice;
Benefits synergies across service delivery improving personalization and
channels; enabling the =haring zervice quality; improving access
and reuse of data for more and equity; addressing security
proactive service delivery; and privacy concerns;
promoting access as part of transparency and choice
channel management strategy
Indirect %) Supporting Legitimacy: 6) Supporting Growth:
Benefits: supporting =security and trust at improving the business
"Good an aggregate level; environment; creating an
Governance” modernization and transformation information society; establishing
as a Public of the public sector; ensuring an infrastructure for secure and
Good equity; increasing reliable transactions

Source. OECD e-Government Profect, “Proposed Outline for Assessing e-Government Benefits” (2006).
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Financing

Financing e-Government can pose a major challenge for developing countries, especially given the range
of needs competing for funding. Accordingly, governments often utilize donor support to launch e-
Government initiatives, and they might explore a range of funding mechanisms in addition to established
government ones.

Government Funding

Governments are using a range of mechanisms for funding e-Government projects. According to a study
commissioned by SIDA, primary mechanisms for funding include:

e Central funding — appropriate for initiatives relating to general values (standards/interoperability,
openness, transparency, democracy) and value-added services (e.g., security, identification,
search).

o Ministry-level financing through normal budget allocation processes — best for projects aimed at
service process redesign and capacity building.

e Budget guidelines or requirements — central government mandates to ministries and departments
to allocate a certain percentage of their budgets to e-Government.

o Budget offsets through cost saving brought on by greater efficiency — assuming that the
computerization of manual processes can save money, it can free up resources that can be
reallocated and used to fund additional e-Government projects.

In addition, governments can finance e-Government projects by issuing bonds on either the domestic or
international capital markets, with the interest on the bonds to be paid for by proceeds from the project or
from general tax revenues. Bond financing may be cheaper than bank loans. Issuing bonds may allow the
government to obtain all the funds it needs for a project upfront. Issuing bonds may also allow for longer
maturity debt than bank loans. See Michael G. Mimicopoulos, “E-government funding activities and
strategies,” UNDESA (2004), pp. 14-15.

Donor Support

For many developing countries, foreign assistance (sometimes referred to as ODA or “official
development assistance™) is an important source of funding for a range of development and institutional
reform projects. Donors have in recent years increased their support for e-Government projects.

A separate Annex to this Primer focuses on working with donors, and contains an extensive catalogue of
assistance from international, regional, and bilateral government-to-government donors as well as from
private foundations.

Private Sector Relationships

Governments enter into many different kinds of contracts with private sector entities to provide various
resources, assets, and services for an e-Government program. The conventional relationship is that of a
contracted supplier for specific products and service elements. However, this is rapidly expanding to
include a range of sourcing arrangements including the outsourcing of services (e.g., community service
access point, or IT help desk), and as a partner in the development and/or management of an e-
Government service or capability.
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In some cases, the government may choose a path of selective outsourcing, in contrast to total
outsourcing. This implies that rather than handing over the entire e-Government project from concept
through implementation, subsequent maintenance, and upgrade, it utilizes the strengths of different
vendors in a selective manner. This approach may yield substantial benefits, with the government
retaining the key areas of operations in its own hands. See e-Governance Action Plan for India, Chapter
17: Policies, strategies and guidelines for outsourcing of e-Government projects (2002).

Public-Private Partnerships (PPPs)’

E-Government projects and operations often require substantial financial resources and interdisciplinary
skills to plan, install, and manage new systems and services effectively. Where public sector skills and
resources are limited, governments can leverage the strengths and resources of its partners in the private
and non-government sectors.

While full privatization of certain government services (water, telecom) has been a practice for some
time, a different form of collaboration between the public and private sectors is now being deployed in the
form of Public-Private Partnerships (PPPs). When first conceived, PPPs were used mainly for physical
infrastructure projects, such as prisons, hospitals, and power plants. As the need for modern
communications systems has increased, PPPs have been developed around access to ICT resources and e-
Government projects and services.

As the International Monetary Fund points out “There is no clear agreement on what does and what does
not constitute a PPP.” IMF, “Public-Private Partnerships” (March 2004). Basically, however, PPPs are
contractual agreements between public agencies (national, regional, provincial, or local) and private
companies to supply infrastructure assets or services that traditionally have been provided by
governments. Further, in a true PPP, the private sector partner not only stands to profit from a successful
project, it also assumes some of the risk of failure. (In contrast, under ordinary procurement contracts, the
private sector vendor is likely to be paid whether the project is successful or not.).

While they have benefits, PPPs also poses accountability, security, and privacy issues that must be
addressed. The key to a successful PPP is a tightly drafted contract between the government and the
private sector partner entity, spelling out the responsibilities of each party.

" infoDev, World Bank, has produced a separate Knowledge Map and Handbook on PPPs in e-Government. See: .
http://www.infodev.org/en/Publication.821.html and http://www.infodev.org/en/Publication.822.html
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Examples: PPPs and e-Government

e-Seva

A frequently cited example of an e-Government public-private partnership is e-Seva, an innovative project between the
government of India’s Andhra Pradesh province and Tata Consulting. e-Seva provides more than one hundred services, ranging
from the payment of utility bills to the registration of motor vehicles. In response to access barriers, e-Seva was launched with 43
service centers in the city of Hyderbad, later expanded to 213 towns, and most recently has been extending into rural areas. As a
measure of success, e-Seva completes over 1.6 million transactions per month in the city of Hyderbad alone. In this case, Tata
Consulting, under the “Build-Own-Operate-Transfer (BOOT)” model, built the e-Seva portal and runs the service, charging
normal fees for the various government services and keeping part of the revenue. See Department of Information Technology and
Communications, Government of Andhra Pradesh, “Profile of e-Government Projects,” (July 2002), p. 5. The state of Karnataka
announced development of the “Bangalore One” portal under a similar model. See Indiainfo.com, “Bangalore One kiosks to
deliver services from April”.

e-Perolehan (Malaysia)

E-Perolehan is the secure e-procurement service of the government of Malaysia. e-Perolehan is financed through a build-
operate-transfer (BOT) scheme involving Commerce Dot Com Sdn. Bhd., which is financing the project. Suppliers can host their
products and prices online free of charge, reducing their overhead costs, while government departments can easily access the
pricing information online. Commerce Dot Com Sdn. Bhd receives a transaction fee charged on each completed sale. See *“Net
Value: ePerolehan Gains Momentum’” (2005).

Significantly, the government’s commitment to e-Perolehan was coupled with the establishment of a network of procurement
telecenters nationwide to enable smaller-sized suppliers to trade online with the government. The telecenters, located in all state
and district capitals, help non-IT savvy suppliers submit registration applications and provide catalog details. See Patricia J.
Pascual, e-ASEAN Task Force, UNDP-APDIP, ““e-Government™ (May 2003). Significantly, the government’s commitment to e-
Perolehan was coupled with the establishment of a network of procurement telecenters nationwide to enable smaller-sized
suppliers to trade online with the government. The telecenters, located in all state and district capitals, help non-IT savvy
suppliers submit registration applications and provide catalog details.

Source: Patricia J. Pascual, e-ASEAN Task Force, UNDP-APDIP, ““e-Government” (May 2003).

Models of Public-Private Partnerships
The National Council for Public-Private Partnerships (US) has identified a number of models that can be
used in the financing of e-Government projects, infrastructure, and services:

o Design-Build-Finance-Operate (DBFO): In this PPP, the government specifies the services that it
wants the private sector to deliver and the private partner designs and builds a dedicated asset for
that purpose, finances its construction, and operates the asset, providing the public services
required.

o Build-Own-Operate (BOO): The private partner builds and operates a facility/service without
transferring ownership to the public sector. Throughout the process, the private sector partner
owns the facility.

o Build-Operate-Transfer (BOT): The private partner builds a facility to the specifications agreed to
with the public agency and operates (but never owns) the facility for a specified time period under
a contract or franchise agreement with the agency. At the end of the franchise period, the public
partner, which always retains ownership, can assume operating responsibility for the facility,
contract the operations to the original franchise holder, or award a new operating contract or
franchise to a new private partner.

o Build-Own-Operate and Transfer (BOOT): The private partner owns the project, invests
resources, undertakes its development, owns and operates it for some time, and then transfers the
assets to a public agency.
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Methods of funding PPPs include “shared revenue” and “shared cost savings.” Shared revenue assumes
that a service will generate revenue that can be shared between the government sponsor and the private
sector partner. In the e-Government context, the shared revenue may be filing fees, licensing fees, or
application fees traditionally collected by governments, or, in the case of online tax collection, the tax
payments. In shared costs savings PPPs, costs savings often come in the form of a reduced government
workforce: assuming the private partner can perform a certain task more efficiently, with fewer
employees, or have less opportunity for corruption with the savings being split between the government
and the private partner.

Important Considerations for PPPs and Other Contracts
There is no set formula for crafting a successful partnership with the private sector. However, UNESCO,
the National Council for Public-Private Partnerships (US), and the European Commission, Guidelines for
Successful Public — Private Partnerships, among others, suggest that the following elements should be
taken into account:

e Political Leadership
Planning and clarity of respective roles and expectations of each party
Legal and Policy Framework for the implementation of each partnership
Private Partner Compensation and Commitments
Public Sector Oversight
Consultation with Stakeholders in planning, implementing, and overseeing any PPP
Selecting the Right Partner on the best value is critical.
Intellectual Property Rights of products, technologies, and business models is defined and agreed
Security and Privacy of government and individual data.

Policy and Regulatory Environment for PPPs and Service Contracts

Governments may have to amend their laws to ensure that PPPs and service contracts with the private
sector are permitted and that the responsible government agency has the authority to enforce the terms of
the arrangement. Policy reforms that may be necessary include:

e Defining a clear legal framework that reduces the risks of regulatory uncertainty for private
investors.

e Adopting transparent procurement rules and legislation that allow fair competition, and removing
exclusivity rights in order to allow SMEs to compete with the main operator.

e Ensuring that the responsible government body overseeing the PPP has authority to apply sound
financial and operational targets and accounting systems.

e The legal framework must clearly allocate risk and liability. Since PPPs are a form of public
procurement, appropriate rules on competition, tenders, and selection criteria must be formulated.

Source. European Commission, “Initiative on Public Private Partnerships and Community Law on Public
Procurement and Concessions."

Accountability, Roles and Responsibilities

The planning, design and implementation of e-Government introduces new agencies, new committees,
new processes, new projects, new roles, and changes to existing ones. Unless roles and responsibilities for
each step and stage of development are well defined and the relationship between each group and position
understood, conflict and waste may result. Defined accountabilities of each Minister, Department,
CEO/Secretary, and staff assist in shaping the overall web of inter-dependencies, reliance on resources,
and timeframes for delivery and results. The central e-Government or CIO Office is best situated to

Page 35


http://www.ncppp.org/howpart/index.shtml#define�
http://ec.europa.eu/regional_policy/sources/docgener/guides/ppp_en.pdf�
http://ec.europa.eu/regional_policy/sources/docgener/guides/ppp_en.pdf�
http://ec.europa.eu/internal_market/publicprocurement/ppp_en.htm�
http://ec.europa.eu/internal_market/publicprocurement/ppp_en.htm�

monitor progress and performance in association with other central monitoring/reporting agencies to
Cabinet or the most senior leadership committee.

The RACI (Responsibility, Accountability, Consultation, Information) Model is a tool that has been used
widely in identifying activities and the roles performed by organizational units in a change process. This
can apply to preparing the National Strategy, or in the conduct of a specific project. It clarifies who is the
doer, who is accountable for the decision, who should provide input or resources to the activity or
decision, and who should be informed about the activity or decision. It is typically supported by a RACI
Chart which can then be discussed, agreed, and communicated to all parties.
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Chapter 5. Designing and Implementing e-Government
Projects

Project Governance

Managing Responsibilities

Design and Reengineer First

Change Management

Training and Development of Government — Leaders and Civil Servants
Awareness, Promotion, and Education of Customers

Once the overall e-Government strategy and master plan is in place, a set of core initiatives must be
identified, funded, designed, and implemented. This may be captured in the form of a National Action
Plan or Roadmap. Depending on the overall vision and strategy, and the criteria used to assess priorities
(e.g., impact versus readiness), these projects may be a mix of citizen- or business-facing access points
(e.g., one-stop shops, single phone number for government, kiosks), priority e-services in areas such as
land reform, procurement, customs, health or education, and infrastructure, or capacity-building
developments upon which they all rely (e.g., telecommunications and broadband expansion, enabling
legislation, information and content management systems, e-Government and ICT leadership positions).
Skilled resources, a range of management disciplines, stakeholder engagement, and user training are key
critical success factors.

Project Governance

The governance and management of each of these projects needs to, be complementary to, and consistent
with, that of the National Strategy and Action Plan (see Chapter 4.). The linkage is enabled through the
leadership and co-ordination committees, and the reporting framework that monitors delivery time,
budget and expenditure, and scope, consistent with approved changes and the overall project plan.
Formal mechanisms are needed for making corrective adjustments in light of actual experience, changing
conditions, and new ideas and opportunities, especially if the scope is broad and spans multiple
stakeholders and years.

A number of countries and jurisdictions have adopted international standards for project and program
management to ensure consistency of approach
which provides greater likelihood of success.
PRINCE (Projects IN Controlled Environments) 2

was initially developed in 1989 by the UK PRINCE 2 Process Model
Government for information systems (IT) project
management. It has become a de facto standard for l GOty ot ne DrooremiE B S el
project management in the UK and more than 50 A T T : T _ T T
other countries. Access to expertise and skills in \ancate ) . SHCG ARG
these disciplines can be gained through a mixture of o ki
staff development and contracting, and in some ] Iitiating a Sl
cases organizations have engaged companies to LT I (s8)
provide the Program or Project Office and all ) tos — B 1
associated management disciplines and standards as :
a capacity building investment. "Procct

Deliver.y[MPJ
Establishing and recruiting the project team is a )

fundamental step. Depending on the size and
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nature of the project, the Project Manager should have an experienced team comprising people with skills
in policy development, business analysis, process reengineering, architecture, IT (various domains),
communication and marketing, stakeholder management, training, finance and budget control,
administration, and reporting.

The methodology to be selected for individual e-Government projects can vary according to a range of
factors: the type (e.g., service, infrastructure), number of agencies involved, policy and process
complexity, and level of technology required. The range of methodologies includes waterfall, spiral, agile,
and iterative development.

In addition, related management disciplines associated with risk and issues management, gquality
management, sourcing and procurement, financial management, stakeholder management, change
management etc., strengthen the e-Government project’s implementation and integration process.
International standards can be adopted rather than designing from scratch, although the majority of the
effort is in the process of learning and applying these disciplines or processes.

Managing Responsibilities

Responsibility for overseeing and implementing each of the core initiatives has been variously allocated
in countries, depending on the level of accountability assigned to Ministers for the e-Government
Strategy; the priority allocated to e-Government by Cabinet; and ready access to available skills and
expertise.

Experience has demonstrated that concentrating responsibility in one e-Government organizational unit
will not build ownership and grow understanding or capacity. Many countries are now pursuing a
decentralized model for project implementation, within a “controlled” environment that has been centrally
defined, agreed, and facilitated, e.g., principles of design using process reengineering, whole-of-
government procurement, compliance with enterprise architecture principles and technology standards,
and regular reporting on performance and progress.

Design and Reengineer First

Effective implementation of e-Government often requires the simplification of regulatory requirements,
streamlining of processes, and cross-agency integration. Costs will vary greatly depending on the
complexity of processes involved and the number of agencies that must work together, but can be
substantial. Implementing an e-Government solution may bring additional inefficiencies into the open,
which must then be addressed, adding to the overall costs of the project. A ‘rule of thumb’ is that only
30% of the overall costs will be technology-related; the remainder covers the non-technology process,
people skills, and organizational changes.

Investing resources and time in the stakeholder engagement and design phase of the project has been
proven to deliver greater likelihood of project success. The process of designing e-Government projects,
like the process of developing an overall strategy, does not start with technology. Rather, the needs of the
intended users and the objectives of government should determine the end result.
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Therefore, government leaders responsible
for e-Government projects should first
examine the objectives and policy outcomes
required of the function or operation to which
they want to apply ICT. For example, if the
subject of an e-Government project is
procurement, officials and companies that do
business with the government should first
examine the entire end-to-end process by
which the government publishes solicitations
and qualifies bidders, as well as the
requirements for filing bids, to see where the
process can be reformed before purchasing or
developing software solutions or creating a
website. Or, how ICT use in the education
system might contribute to improved learning
outcomes and school retention rates, rather
than the number of computers in schools.
This is known as business process

reengineering.

The idea is to build a virtuous feedback loop
among  process, policies, and ICT
implementations. An emerging trend in e-
Government is to take a holistic approach to
any given area of public administration (such

Example: Implementing e-Government in Saudi
Arabia

Within the context of a National e-Government Strategy
and Action Plan, a number of priority projects were
identified and have begun implementation. The following
steps are taken.

WORKPLAN AND TIMELINE OF PROJECT

Step 1: Step 2: Step 3: Step 4:
Set vision Establish Design pilot Develop Implement-
fact base services action plan & 'ation
impl. bluepr.
Timeline - T & months T = + 1.5 years
Activities = Articulate = Benchmark = Redesign = Dewvelop
wvision and six coun- business national
objectives tries processes action plan
= Conduct for 6 pilot and implem-
Surveys services entation
= Prioritize = Develop blueprints

services budget for pilot
« Assess = Define IT services
overall IT require-
readiness ments:
= Select pilots * Develop
and Cate- user
gory 2.3 adoption
services strategy
= Map proc-
esses

as tax collection), including harmonization of reporting across government agencies and establishment of
a comprehensive administrative process. Likewise, user-centered design is becoming more popular where
the customer — a citizen or staff member — actively contributes to the design of the service and software
application to gather insights throughout the design and testing process (see 10 Guidelines for User-
Centered Web Design). It is driven from the premise that the best-designed services result from a clear
understanding of the needs of the people who will use them.

One way to look at the project design process is in terms of:

o Business and Process Architecture — What are the existing policy and legislation, the

organizational arrangements, structures, and workflow that will best optimize the delivery of the
service to users? Since the goal of e-Government is not simply to use technology to automate how
things were done with paper, this is the stage to redesign the business/process model — the
workflow — and to reconsider what information is collected and how it is processed, and where
the role of people can add value. Process reform does not automate inefficiencies — they are
eliminated, streamlined, and consolidated offline before being implemented online.

Information and Data Architecture — Planners must identify what data the agency needs access to
in order to deliver the service. For example, is all of that data in the control of one agency, or will
it be necessary to share it with other agencies?

Application Architecture — When the business structure has been determined, then planners and
architects, cognizant of what is available from vendors in the market, can outline what solutions
are needed to optimally deliver the service.

Page 39


http://www.valuebasedmanagement.net/methods_bpr.html�
http://www.valuebasedmanagement.net/methods_bpr.html�
http://www.designcouncil.org.uk/en/About-Design/Design-Techniques/User-centred-design-/The-business-case/�
http://www.stcsig.org/usability/topics/articles/ucd%20_web_devel.html�
http://www.stcsig.org/usability/topics/articles/ucd%20_web_devel.html�

e Technology Architecture - After the
foregoing have been determined, project
managers can define the infrastructure
requirements and  assess/procure  the
technology that best supports the delivery
of the service.

For countries at all stages of development, starting
the project in a few agencies is helpful as it can
assist in refining improvements to new processes,
software quality, customer marketing and staff
training before rolling it out more broadly. Pilot or
Stage 1 projects may proceed alongside strategy
development, creating knowledge that enhances
strategy.

Change Management

Successfully managing all the change to achieve
“acceptance” and utilization of the new e-
Government process and system starts at the
beginning of the project and continues throughout
the development, implementation, and “warranty”
periods.

The problem

In some cases, civil servants and key third parties or
stakeholders may feel threatened by e-Government,
either because they fear the transparency and loss of
individual power that can come with the
introduction of new processes and technology or
because they fear that they will be replaced by
computers or  private  service  providers.
Understanding and dealing with their concerns and

Example Overcoming Staff Resistance,
Karnataka, India

When Karnataka, India was developing a system for
online delivery of land titles, computerizing the
antiquated and inefficient land registration records,
the political leadership encountered resistance from
government employees. The civil servants feared that
computerization would result in job losses and/or
radical changes in the way they performed their
duties. Senior officials and managers worked to
ensure that staff understood and supported the
proposed changes. And when Peru launched the
Public Window project in three cities, it emphasized
training local civil servants and sensitizing them to
the project’s goals and long-term benefits.

Leadership. employee engagement and honest communication are prerequisices for successul
change.

Source. IBM Institute for Business Value, 2008

issues; providing education and training opportunities; and building incentives and rewards for positive
behavior change is an important element of senior responsible government officials.

Motivation begins even before employment, at the recruiting stage. E-Government managers in all
countries face competition from the private sector for skilled workers. In order to attract and retain skilled
staff, governments may initiate special recruitment programs and offer special salary scales to attract
personnel with e-Literacy skills and knowledge of e-Government. (See UNESCO, “E-Government
Toolkit for Developing Countries,” Chapter 4.2.3 (2005)). Colleges, universities, and vocational training
centers should be encouraged to establish professional or vocational courses to create ICT-qualified
personnel. They also may play a significant role in the recruitment process.
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Investing in Change Management Skills and Actions

The reluctance or inability to manage change properly is
often one of the key reasons for the failure of technology
enabled and e-Government projects. The discipline of
change management identifies and addresses the
leadership, human resources, and organizational factors
that can drive or obstruct change. Since planning and
implementation of e-Government involves a series of
complex reforms, e-Government sponsors, planners, and
project implementers can benefit from integrating formal
change management processes into project management.

Insufficient attention to the people, or “soft” factors in an
e-Government project can have unintended consequences
with staff, including loss of productivity, low morale,
high turnover rates, rising costs and increased
absenteeism, and poor adoption rates by customers.

Detailed analysis of 1,500 project managers revealed that
managing “soft factors” were more challenging than the
“hard factors” and a highly significant correlation exists
between project success and four important areas of
focus (see Making Change Work Study, IBM Institute for
Business Value, 2008 — sidebar):

o Real Insights — Having a clear understanding of
the change challenge

e Solid Methods — Using formal change methods
consistently

e Better Skills — Percentage of organizations using
change managers for change projects

¢ Right Investment — Percentage of project budget
invested in change management

Training and Development of Government
Leaders and Civil Servants

Leaders, managers, and staff throughout the network of
organizations and government agencies involved in e-
Government projects will be impacted by many changes
to their “status quo”. Breaking through the internal
“digital divide” within government takes significant time,
comprehensive and integrated programs that both educate
and encourage culture change through performance

Example: e-Government  Training,
Austria

The  Austrian  Government’s  Federal
Chancellery in  overseeing their e-
Government Program has targeted and
developed specific curriculum for 4 priority
groups for e-Government development. The
curriculum has been developed with the
cooperation of: the Austrian Federation,
provinces, municipalities & cities, other
public institutions, and partner organizations.

Authorities |

Federal Provincial Local

» Federal government | » Provineial GOVT | = Mayors
Politicians # Counclliors
s, r = Other politicians

Executives

offices
.

= Office workers

Employees |*

E-gov
project f their admiri:

level and specific function

Source:
www.epma.cz/Docs/5C%20P%20Reichstadte

r.ppt

Case Study on User Awareness and
Training: Kerala, India

The Akshaya project in rural Kerala, India
was established with the goal of creating the
knowledge society. The project is centered
around multi-purpose community technology
centers, equipped with high bandwidth
wireless connectivity and run by private
entrepreneurs. The centers have a strong e-
Literacy program, which allows every
household to send one member to the local
center to acquire training in the basics of
computing. By increasing e-Literacy among
citizens, the project supports the roll out of
other services in e-Government, e-Health, e-
Commerce, and e-Education.

targets, and mainstreaming ICT awareness/e-Government in politician, executive, and staff development

courses.

Cabinet ministers and senior officials will be more likely to support e-Government initiatives and drive
them effectively if they have a basic understanding of ICTs, their role in economic and human
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development, and the basic building blocks of ICT policy. They should also be aware of specific strategic
issues such as the role of inter-organizational collaboration, donor solicitation, public-private
partnerships, and process reform.

Targeted education and training programs and engagement at each of the levels of decision-making and
operation in what is e-Government, new ways of working, opportunities to find solutions to difficult
problems, and using the new tools and systems is crucial to acceptance, and adoption as well as limiting
resistance.

Seminars, conferences, membership in regional forums, and consultations with peers from other countries
can also help familiarize senior officials with trends and issues of concern and assist them in building a
knowledge network on e-Government (See UNESCO, “E-Government Toolkit for Developing
Countries.” Chapter 4.2.1 (2005)).

Awareness, Promotion, and Education of Customers

A significant dimension of e-Government implementation involves preparing the customers (citizens and
businesses) for the rollout of e-Services. In order to enjoy the benefits of e-Government, citizens,
including small business owners, must have access to the Internet or a mobile phone, and be both literate
and e-Literate. Research and development into opportunities for those with low levels of literacy through
“voice activated websites” in India is also showing promise.

Publicity campaigns and educational efforts aimed at users can raise awareness of new e-Services in
advance of their launch. Such programs can notify citizens of the practical benefits of e-Government,
encouraging them to take advantage of e-Government services in their daily lives. Involvement of the
customers or users throughout the design and implementation process can enhance the targeting of the
communication and marketing programs (see user-centred design).
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Theme I11: Enabling Successful e-
Government

Chapter 6. Accessing a Trusted, Connected, and Secure
Environment

The Broader Context of Telecom and other ICT Policy
Laws and Policies enabling e-Government Services
Laws on Access to Government Information

Laws and Policies on Privacy and Data Protection
Information Security

Data, Records, and Content Management
Interoperability

The enabling environment for e-Government spans many areas. Appropriate legal, policy, and technical
infrastructure is a prerequisite to a smooth and timely implementation of e-Government. Most successful
e-Government programs have introduced new enabling legislation. Laws designed for the paper world can
hinder implementation of e-Government. Conversely, legal reforms can facilitate the development of e-
Government and deliver better, smarter, and faster government as a result. Therefore, countries
implementing e-Government strategies should examine their legal framework to ensure that there
are no barriers to providing information and services online.

These reforms may have to go well beyond laws specifically affecting government electronic information
systems. The accessibility of e-Government depends on the diffusion and affordability of access to the
ICT infrastructure, which in turn depends on the regulatory framework for telecommunications and other
ICT services. Other issues affecting e-Government — particularly the legal validity of electronic
documents, cyber-security, privacy, and the availability of online payment mechanisms are crucial for
confidence and adoption. Still other issues that may relate specifically to government documents and data
— such as interoperability and the right of citizens to obtain government information and control access to
personal information — may be addressed most effectively on a government-wide basis by national laws,
policies, and architectures.

The legal issues that e-Government planners may have to address include:

e the sharing of data within and across government departments;

e the legal validity of electronic documents, including whether documents submitted to the
government electronically are legally binding and satisfy requirements that forms or declarations
be filed “in writing”, and the status of e-Signatures;

o the public’s right of access to government records and data;

o the ability to contract with the private sector for the creation and maintenance of government
information systems, including agreement on where the data is held (within or beyond national
borders);

e privacy and security obligations;

e e-Payment; and

o criminal laws defining cyber attacks and other crimes that affect electronic data or networks.
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Broadly speaking, there are three options for countries planning to legislatively enable e-Government:

e adoption of comprehensive e-Government legislation spanning all aspects of government, its
relationships, and its operations;

e incremental specific laws and policies on elements of e-Government, such as Malaysia, aligned to
the evolutionary phases of e-Government; and

e in legislation or normative acts dealing with online transactions specifically.

The Broader Context of Telecom and other ICT Policy

When everyone — citizens, businesses, government employees, suppliers, etc. — has access to affordable
ICTs, e-Government will finally be able to achieve its full potential. Therefore, to some degree the
success of e-Government depends on the adoption of a broader ICT policy and regulatory framework,
which can facilitate the development and penetration of communications services.

Over the past two decades, in many countries, the legal establishment of a competitive ICT market has
been a key factor in expanding the communications infrastructures. The reforms include, among other
policies:
o the introduction and enforcement of competition and interconnection rules;
universal access policies;
the establishment of strong, independent regulatory agencies;
the elimination or simplification of individual licensing requirements; and
the reform of spectrum management to promote wireless Internet access.

As a result of these policies and other factors, growth has been especially strong in the wireless sector,
and many commentators are now anticipating a second wave of regulatory or market reform given the
potential of next generation networks; and the opportunities for sharing broadband network infrastructure
given the costs of deployment. As the International Telecommunication Union (ITU) has concluded, “the
introduction of competition into the second-generation mobile sector has been one of the key factors
linked to its success in increasing teledensity in developing countries (along with prepaid cards and
cheaper network deployment costs).” (ITU, “Trends in Telecommunication Reform 2006: Regulating in
the broadband world” (7th edition, 2006) and Trends in Telecommunication Reform 2008: Six Degrees of
Sharing (9" edition, 2008)).

Laws and Policies enabling e-Government Services

Offering e-Government services online can present important legal questions about the validity of
electronic documents versus paper ones. Separate, and complex, issues also arise concerning
identification and authentication of individuals and businesses wishing to transact electronically, privacy,
security, access to government information, data protection, and freedom of information. The key
principles to guide policy-makers include:
e ensuring functional equivalence under the law with pre-existing forms of communication and
authentication;
e technology neutrality;
protection of identity; and
e capacity to conduct business and rights of access to information in a digital economy.
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Electronic Documents

As a starting point, laws specifying that certain information must be
submitted “in writing” may have to be amended to make it clear that
an electronic submission is legally valid — ensuring functional
equivalence. The Model Law on Electronic Commerce developed in
1996 by the UN Commission on International Trade Law
(UNCITRAL) recommends legislative language to make it clear
that a document cannot be denied legal effect as a copy or as an
original solely because it is in electronic form. If there is any doubt
about the legal validity of electronic submissions, this is a baseline
reform.

Electronic Signatures

More complex questions are presented by requirements that
documents be “signed.” In a number of countries, policy-makers
seeking to create an environment of trust for both e-commerce and
e-Government have adopted electronic signature legislation in order
to provide legal certainty to electronic signature techniques as a
substitute for handwritten signatures and other traditional
procedures. The most common model for such legislation is the
2001 UNCITRAL Model Law on Electronic Signatures. In the same
vein, in 1999 the European Union adopted a directive setting out a
community framework for electronic signatures (the E-Signature

Directive).

Authentication

Authentication is the process of confirming someone’s identity. To
use certain government services or receive payments, people may
need to verify who they are. Equally, users also need to know they
are dealing with a real government agency and to avoid phishing
scams, such as e-mails requesting personal details that purport to
come from a government agency. Both of these are enabled by
"authentication™ which is the process of establishing, to the required
level of satisfaction, the identity of one or more parties to a
transaction.

An identity can be authenticated in three ways:

e by something the user knows (such as a password or
personal identification number);

Example: Comprehensive
approaches to e-Government
legislation in Finland and
Italy

Finland has adopted an “Act on
Electronic Services and
Communication in the Public
Sector.”

Italy has formalized its e-
Government strategy in the Public
Administration Digital Code. The
Code works as a “Digital
Constitution.” In more than 70
articles, it states all the
rights/duties, principles,
obligations and targets to
overcome barriers and cultural
norms to boost the use of ICTs in
the Italian public sector. The Code
mandates public administrations
to: share relevant information
among them by electronic means,
in order to make life easier for
citizens and businesses; make a
minimum set of contents and
services available on their
websites; communicate by e-mail,
namely for the exchange of
documents and information;
accept online payments from
citizens and businesses (as from 1
January 2006); and use the
Electronic ID Card and the
National Services Card as
standard means of granting access
to online services (as from 1
January 2007).

e something the user has (a security token, digital certificate or smart card); or
e something the user is (a physical characteristic, such as a digitized fingerprint, retina/iris scan,
hand geometry (also called "palm prints"), voice pattern and face recognition, and digitized

(electronically stored), called a biometric.
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More complex transactions are now requiring two or three authentication mechanisms which is known as multi-
factor authentication.

Biometric technology is gaining the interest of governments and companies because, unlike other forms of 1D
such as cards or papers, it can be more difficult to alter or tamper with an individual's own physical or behavior
characteristics. Important considerations include the effectiveness of automated biometric matching techniques,
particularly for large-scale applications.

A Note of Caution on Public Key Infrastructure

The UNCITRAL model bases “digital signatures” on public-key cryptography. This is a mathematical technique
that can be used not only to “scramble” messages for confidentiality, but also to sign messages to prove that they
came from someone holding a unique key. A public key infrastructure (PKI) is a way to reliably link users and
their unique cryptographic keys using a system of policies, procedures, people, hardware, software, and structures
(Certification and Registration Authorities). The objective is to ensure valid identity in transactions between two
parties. The CAs may be operated by government agencies or private entities. See Sang Young Lee, “Boosting e-
Government Through PKI.”

However, creation of a functioning PKI is costly, difficult in practice yet feasible and scalable (see Oxford
University’s Digital Certificate Operation in a Complex Environment (DCOCE) project). Moreover, there is
growing recognition that the levels of authentication required for many G2B and G2C transactions will be
relatively low and not require cryptographically-based e-signatures or PKI. The area of biometric authentication
is also becoming more commonplace.

E-Government policymakers would benefit from further research into the actual experience and effectiveness with
implementation of digital signature and biometric laws. It would also be useful to identify and highlight cases
where e-transactions succeeded without a digital signature infrastructure (James X. Dempsey, “Creating the L egal
Framework for ICT Development: The Example of E-Signature Legislation in Emerging Market Economies”
(2003)).

Digital or Electronic Identity (ID)

A corollary to digital signatures has been the introduction of digital identity cards, which can also serve as online
authentication devices (see Sweden’s Electronic ID site). Electronic or digital identification methods are subject
to risks of theft, loss, and misrepresentation, and they raise serious privacy issues. However, a number of
countries have implemented national electronic ID arrangements as a result of various drivers including: evolution
from traditional system of national identifier numbers (Sweden); strong border security/anti-terrorism controls
(e.g., Pakistan); or expansion of public administration enrollment or e-Government initiatives (Austria).

Laws on Access to Government Information

Concurrent with implementing e-Government programs, some countries have adopted legislation defining the
right of public citizens to access government records. Sometimes called Freedom of Information Acts (FOIAS),
these laws are broadly similar, providing a general right to access official documents and other information held
by government bodies, subject to exemptions for certain sensitive information. Most of the laws establish appeals
and oversight processes. As of July 2006, 68 countries had adopted FOI laws (see Freedom of Information
Around the World, 2006). Many of these laws enacted in the latter part of the 20™ century are now under review
in recognition of the impact of the Internet and heightened public expectations of accountability and transparency.
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Laws and Policies on Privacy and Data Protection

Privacy and security are often cited as major concerns of Internet users. Individuals and businesses will assess the
trade-off between convenience and confidence in the way that personal data collected through e-Government
services is managed and protected from misuse and abuse.

Privacy is internationally recognized as a human right in Article 12 of the 1948 Universal Declaration of Human
Rights and in Article 17 of the International Covenant on Civil and Political Rights (ICCPR). On the regional
level, treaties that make privacy a legally enforceable right include the European Convention for the Protection of
Human Rights and Fundamental Freedoms and the American Convention on Human Rights.

In the context of e-Government, “privacy” specifically refers to principles for the fair use of information. The
concept of fair information practices holds that the citizen retains an interest in the information collected by the
government in the course of a required or voluntary interaction. The citizen’s rights include a right to insist that
the information be used only for the purposes for which it was collected, that it be retained no longer than
necessary, that it not be redisclosed, and that it be kept in accurate form. Taken together, these rules for the fair
use of information are known as “fair information practices.” They are globally recognized by international and
regional bodies and are enshrined in key human rights instruments (see the Council of Europe (COE) Convention
for the Protection of Individuals with Regard to the Automatic Processing of Personal Data and the Organisation
for Economic Co-operation and Development Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data.

Both instruments articulate a similar set of guidelines regarding the responsible handling of personal data. These
guidelines form the foundation of many national privacy laws and regional data protection frameworks, including
the EU Data Protection Initiative and the APEC Privacy Framework.

Based on these principles, a growing number of countries have adopted national data protection laws. Such laws
may apply to data about individuals collected by the government, to personal data in the hands of private sector
businesses, or to both. While details vary, there is a deep worldwide trend toward establishment of legal
protections for personal data in both commercial and governmental systems [OECD At a Crossroads: Personhood
and Digital Identity in an Information Society, (2008)]. A privacy framework developed by the Government of
Australia provides guidance to government agencies and businesses on how to implement privacy policies
including website compliance guidelines.
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Implementing Privacy

An effective privacy protection regime, whether legislative or policy-based, will include mechanisms for

oversight, enforcement, and guidance.

A number of countries have created an office or agency to oversee
privacy or data protection and to designate within each ministry or
agency a senior official to serve as “chief privacy officer” or “privacy
coordinator”. Several countries also have privacy officials or offices at
the provincial level. While the powers of these officials vary widely by
country, eight inter-related roles can be attributed to data protection
commissioners: ombudsman, auditor, consultant, educator, policy
advisor, negotiator, enforcer, and international ambassador. Many
have authority over both private sector and governmental databases.

A privacy impact assessment (“PIA”) is “an assessment of any actual
or potential effects that an activity or proposal may have on individual
privacy and the ways in which any adverse effects may be mitigated”
[Blair Stewart, Privacy impact assessments, Privacy Law and Policy

Reporter (1996)].

While a PIA is performed before a system is launched, privacy audits
are conducted periodically on systems that are operational to identify
any deficiencies that need to be corrected. The audit can be conducted
internal to a Department, or across government by the Privacy
Commissioner or equivalent, and assists in reinforcing the need for
agencies to conform to applicable government privacy standards.

Many commercial and government websites include a privacy notice
or a more detailed privacy policy, informing individuals that personal
information about them is being collected; how it will be used, stored
and disclosed; and how long the information will be retained.

At a regional level, the European Union’s STORK and APEC’s Data
Privacy Pathfinder projects are focused on cross-border identity
management and authentication, and data flows respectively, signaling
the future economic and citizen drivers for cross-national accountable
identity/information exchange and recognition processes.

Information Security

As governments become more dependent on computers, both
internally and in their relations with citizens, they become increasingly
vulnerable to a range of risks, from interruption of operations to loss of
confidential data. Government agencies at all levels (national,
provincial, and local) must protect the computer and communication
systems that they own and operate. Information security requires a
combination of business, management, and technical measures in an
ongoing process. Security is costly, but loss of data, and associated
loss of trust or government reputation, can be a more significant risk.
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Privacy Impact Assessments
(P1As)

PIAs are used in Hong Kong,
Canada, New Zealand, Australia,
and the United States to assess
how the adoption of new
information policies, the
procurement of new computer
systems, or the initiation of new
data collection programs will
affect individual privacy. It starts
with a description of the proposed
project, the types of personal data
that will be collected or used, and
how they will be disseminated or
retained. To the extent that the
proposed action or program is
found to pose a risk to privacy, the
PIA reviews the technical,
procedural, or other safeguards
that can be adopted to protect
privacy and recommends how to
implement the system in a manner
consistent with fair information
practices.
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Like privacy, it should be addressed at national policy, architecture, operational, and infrastructure levels, as well
as at the individual project design phase and periodic review.

Information security is achieved by implementing a suitable set of controls, including policies, processes,
procedures, organizational structures and software, and hardware functions. These controls need to be established,
implemented, monitored, reviewed, and improved, where necessary, to ensure that the specific security and
business objectives of government and its agencies are met and continue to keep pace with demand and

technological change.

Developing a National Cyber-Security Strategy

The process of developing a “national cyber-security strategy” can be an effective vehicle for assessing what a

nation’s cyber-security vulnerabilities are, what the government’s
responsibilities should be, and what policies and legal reforms need to
be adopted. A national cyber-security strategy addresses not only the
security of government systems but also defines the role of the
government in responding to cyber-security threats faced nationally
and by the private sector.

A number of countries have gone through a series of steps in
addressing the cyber-security issue, including:
e assessment by a high-profile board, thereby conceptualizing and
drawing attention to the problem;
e Presidential designation of leadership within the executive
branch to push the development of policy;
e preparation of a national plan based on dialogue with all affected
sectors; and
e adoption of legislation strengthening duties and authorities
within the federal government.

Cyber-security programs often include the following basic elements:

e establish a baseline inventory of information-based operations,
systems, networks, hardware, and software

e identify threats, vulnerabilities, and risks, as well as damages
that would be caused by various attacks or failures

o form a strategy to weigh and manage the risks

e implement the strategy

e test the implementation continuously and monitor the
environment to improve upon protections.

The international standard on Information Security, 1SO/IEC
17799:2005 establishes guidelines and general principles for
initiating, implementing, maintaining, and improving information
security management in an organization. The objectives outlined

International Standard on
Information Security

ISO/IEC 17799:2005 contains
best practices of control
objectives and controls in the
following areas of information
security management:

e security policy;

e organization of
information security;

e asset management;

e human resources security;

e physical and
environmental security;
e communications and

operations management;

e access control;

e information systems
acquisition,  development
and maintenance;

e information security
incident management;
e business continuity

management; and
e compliance.

provide general guidance on the commonly accepted goals of information security management.

Steps that can be taken to safeguard the confidentiality, integrity, and availability of computer-based assets

include, but are necessarily limited, to:

¢ installing firewalls, anti-virus software, and intrusion detection systems
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deploying strong cryptographic protection of sensitive data

undertaking constant training of personnel

maintaining network surveillance and security monitoring

conducting testing and ethical hacking

establishing an incident response and recovery capability, including back-ups and alternate site operations
if appropriate.

Similar to e-Government, and other whole-of-government matters, information security poses leadership and
organizational challenges. Some countries have placed responsibility for information/computer security in
existing ministries responsible for national security, law enforcement, economic affairs, or information
technology/Office of Government CIO. Others have also established inter-ministerial or inter-jurisdictional
committees managed in association with the Head of Government’s office and have ensured processes of
accountability that require all ministries and departments to comply with approved security standards, conduct
annual cyber-security audits, and report results to the Office or Cabinet.

In recent years, many countries have updated their criminal codes to cover explicitly various forms of
cybercrime. Strictly speaking, cybercrime involves intentional acts of interference with the confidentiality,
availability, or integrity of data or computer networks; interference with or disruption of computer services;
destroying or altering data; interception of data in transit (unauthorized access to communications); and
unauthorized access to data (cyber trespass). The Council of Europe has adopted a Convention on Cyber-crime
which is now being adopted also by non-European countries.

However, it is best to recognize that the criminal law is likely to have only limited effect in this domain. The
solution to the cybercrime problem requires international cooperation, better technology design, and the education
of users.

Data, Records, and Content Management

The ability to reliably access, store, interpret, and reuse data and information is fundamental to the daily
operations of government. Its importance and complexity will grow as the type of information being created and
repurposed goes beyond the basic data and records in paper and electronic files, to more sophisticated content
including e-mails, images, geospatial coordinates, videos, and other multimedia sources. E-Government
automates and expands the demand for and value of these critical assets through e-administration, e-commerce, e-
procurement, the delivery of services to the public through e-Services, and new forms of interaction in policy
development and service design. The associated architecture and management systems for their capture,
classification, storage, preservation, and sharing is a critical infrastructure for effective and efficient government.

From an e-Government perspective, a sound records management system serves two key purposes:
(1) promoting efficiency, by ensuring that the information necessary for reliable decision-making is readily
available; and
(2) providing a basis for accountability in all its forms.

The International Standard for Records Management (ISO 15489) guides the implementation of records
management programs to ensure that adequate records, in all formats and media, are captured and managed
adequately throughout their lifespan. 1SO 15489 is available from the International Organization for
Standardization.

A fundamental concept in records management that applies to both analogue and digital records formats is that
there is a direct link between records and business processes. Records are the documents and data that provide the
information required to initiate, execute, and complete business functions. They serve as evidence that a particular
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business process or transaction was carried out, and they provide authentic and trustworthy information about the
details of that transaction for future reference, for instance for audit purposes, customer confidence, or for analysis
and research.

Therefore, a first step in developing a systematic records management system is to analyze business processes
(i.e., the steps in a function or service) to determine which information should be captured as the record of a
transaction, decision, or process. This forms part of the information and process architecture of the agency or
government. Once a record is captured, it should be managed by a set of processes and controls to protect its
ongoing integrity and accessibility. If the authoritative record of a given transaction is in paper format, then
manual processes, controls, and measures need to be in established. These include, for example, procedures for
indexing the paper record and filing procedures that will both keep it secure from loss or alteration and ensure that
it can be found when needed again in the future. If the authoritative record of a given transaction is generated in
digital format, then automated processes need to be in place to electronically file the record (often referred to as
‘capture’ in electronic records management) in a secure and adequate storage location. Of course, in many
instances, the total set of records for a business process may be in both paper and digital format.

Meta-Data

Meta-data is information about information: standardized labels, tags, or other descriptors that make it possible to
find data relating to the same subject, even though it is stored in different systems and different formats. “The aim
of meta-data is twofold: to make content findable, and to make it manageable,” (UK Government). For example,
meta-data tags, properly defined and applied, make it possible to retrieve records in disparate formats and
databases about the Hilton Hotel in Paris without confusing them with records about Miss Paris Hilton. Use of
meta-data becomes increasingly important with the growth of the amount of information held by government and
the need for integrated services.

New Zealand, the UK and Australia have each established standards for meta-data tagging in government. The
UK Government also maintains a list of various taxonomies and thesauri produced by other governments as well
as international standards bodies.

XML (eXtensible Mark-up Language) is perhaps the leading meta-data schema for documents, text, data, or video
recordings. The UK Government, for example, has adopted XML, which it describes as “a language that allows
information about the meaning of documents to be stored in those same documents. Information systems that can
read XML can then translate and act on that information.”

Permanent Availability and Preservation

Maintaining records systems is a difficult but necessary and legally required task in many jurisdictions. Ironically,
electronic records are in some ways less durable than paper records. Rapid and ongoing changes in the technology
of storage media, data formats, and IT systems have presented substantial problems for governments. As database
technology continues to improve, governments (like other enterprises) will need to manage multiple versions of
software and storage media in order to read older electronic records that are stored in formats incompatible with
the newer technologies.
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In addition to technological obsolescence, large
organizations like government agencies tend to misplace
electronic files if they are not used frequently. To avoid
these problems, agencies must map their data systems clearly
and plan upgrades and adoption of new technologies with
care.

Transferring paper records to electronic databases efficiently
is time consuming and can be complicated if there are many
data fields and a lack of consensus on what the fields should
be. Creating consistent data entry rules and automated
checks for duplicates can help limit these risks, but it
requires effort and knowledge in the area of records
management. It is also debatable whether paper records
should be destroyed or stored, as electronic data storage
formats may actually be less durable than paper. e-Records
should be backed up regularly, as those that are stored on
fragile tapes and discs may become unusable if damaged or
lost.

On the political front, changes in leadership and
restructuring may result in loss of data. In particular,
government upheavals often lead to destruction of important
documents, but even peaceful transitions can result in the
loss of the institutional knowledge necessary to find data on
government systems unless action is taken to require its
preservation from the technical experts.

Interoperability

Interoperability is one of the core ingredients for effective e-
Government. It refers to the ability to communicate, share
information, and, ultimately, integrate business operations
across multiple organizations that share stakeholders, have
different internal processes and technologies, and retain
control of data and finances. It facilitates the use of data
across horizontal organizational boundaries, such as sharing
within a ministry or department or within the federal
government as a whole, as well across vertical boundaries,
such as between federal and provincial governments.

Interoperability is a policy issue that requires “whole-of-
government” attention, usually through the central
coordinating e-Government body. It can yield substantial
cost savings by pushing agencies to rely on off-the-shelf
products and open or commonly accepted standards.
Requiring managers to address interoperability forces them
to talk to their counterparts at other agencies, with the
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Example: Local Government and
Regional Interoperability in Germany

Germany has subsidized the costs of
interoperability  platforms  for local
governments by creating regional platforms
that do not require any significant investment
or reorganization of local governments in
order for them to participate. There are also
opportunities for private sector investment
and minority stakes in designing and
implementing these regional centers, and
some models have been explored in other
German cities. See Norbert Benamou,
“Bringing e-Government Interoperability to
Local Governments in Europe” (December
2005).

Example: MyGIF, Malaysia

Malaysia produced an interoperability
framework entitled ““Standards, policies, and
guidelines -  Malaysian  Government
Interoperability Framework (MyGIF).” in
2003. It has been enhanced by the creation of
the Malaysian Public Sector open source
software portal. The objectives of MyGIF are:

e to enable different government
systems and applications, both within
government and external to
government, to communicate and
interoperate efficiently and
effectively;

e to promote and foster the adoption of
eXtensible Mark-up Language (XML)
that enables the exchange of data
between applications;

e to promote the addition and use of
meta-data;

e to align with the Internet by adoption
of common specifications (standards)
used on the Internet and World Wide
Web for all government information
systems; and

e to adopt open standards and
specifications which are widely
supported by the market in order to
reduce the total cost of ownership of
Government information systems.

Instead of creating new standards or
specifications, MyGIF adopts internationally
recognized open ICT standards and technical
specifications in five areas:

e interconnection;
data integration;
information access;
security; and
meta-data.
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expectation that they will reuse solutions and avoid repeatedly paying vendors to develop the same functionality.

Donors also have a responsibility to advance interoperability. Too often, developing countries face the situation
where different donors are pushing applications that cannot be integrated because they use incompatible
standards, formats, or platforms.

The European Union has identified three elements of interoperability:
e Organizational: focused on the workflows and other organizational processes involved in delivering e-
Government services. May involve creating agreements on how organizations will interact with each other;
e Semantic: using meta-data terms and taxonomies to identify information and make it easier to access; and
e Technical: ensuring interoperability among different IT systems and applications through commonly
accepted standards (see “EIF — European Interoperability Framework for pan-European eGovernment
Services”, 2009).

In an effort to promote collaboration and interoperability, the US government has created a Component
Organization and Registration Environment (CORE) where component developers in government can search for
and locate components that meet their needs, avoiding duplication of effort and supporting interoperability.

e-Government Interoperability Frameworks (e-GIFs)

Increasingly, governments are developing e-Government interoperability frameworks (e-GIFs) to define the
architecture and standards for interoperability. They provide guidance for planning new e-Government systems
and applications, ensuring that new applications are able to communicate with existing systems and technologies.
Like other elements of e-Government, interoperability is best achieved by consultation with affected stakeholders
— in this case, the originators and users of government data. Hong Kong went one step further and conducted
public and industry consultations on its interoperability framework, reports of which are available online.

New Zealand also has adopted a comprehensive e-GIF, addressing both technical standards and management
processes. New Zealand has a website dedicated to its interoperability framework, which includes standards
toolkits, web guidelines, and the current e-Government strategy, as well as planning tools, such as checklists for
program managers. Similarly, the UK Government e-GIF mandates that federal agencies adhere to
interoperability policies and specifications, and its interoperability website contains tools and guidance for
designers of information systems.

Standards enable Interoperability

A “standard” is an agreed set of definitions that describe specifications for the creation and implementation of a
technology or process. Standards are usually created by international bodies, such as ITU’s Telecommunication
Standardization Sector (ITU-T) or regional entities, such as the European Telecommunications Standards Institute
(ETSI), (Jonathan Zuck, “Public Services Interoperability in Europe”, December 2005). Much of the functionality
of the Internet is based on international standards developed by the Internet Engineering Task Force, the World
Wide Web Consortium, and the Organization of Structured Information Standards (OASIS).

The UK government identifies the criteria by which to measure the acceptability of a standard:
e Interoperability — only standards that are relevant to systems’ interconnectivity, data integration, e-
Services access, and content management meta-data are specified.
e Market Support — the specifications selected are widely supported by the market, and are likely to reduce
the cost and risk of government systems.
e Scalability — standards selected have the capacity to be scaled to satisfy changed demands made on the
system, such as changes in data volumes, number of transactions, or number of users.
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e Openness — the standards are documented and available to the public.

e International Standards — preference will be given to standards with the broadest remit, so appropriate
international standards will take preference over EU standards, and EU standards will take preference
over UK standards (UK e-GIF).

Open Standards

Variously defined by countries, companies, and individuals, “open standards” are recognized national or
international platform independent standards. They are developed collaboratively through due process, are vendor
neutral and do not rely on commercial intellectual property, and imply an underlying philosophy and set of
principles and practices (see Tom Perens, Open Standards, Principles and Practice). Appropriate principles for
defining open standards include:

e Auvailability
Maximize End-User Choice
No Royalty
No Discrimination
Extension or Subset
Protection Against Predatory Practices.

Proprietary vs. Open Source Software (OSS)

While governments are using both proprietary software and Open Source Software (OSS), OSS offerings have
received a significant amount of attention in recent years due to perceived benefits in terms of costs, security, and
flexibility. Some also argue that the use of open source in developing countries may speed the growth of local
peer-to-peer open source communities and associated service industries. An EU-commissioned study explored
both the spillover benefits of OSS and how governments can better support the development of open source
industries.

It is important to note that OSS is rarely ever “free”. While there may not be an initial fee associated with an open
source license, there may be long-term costs associated with support and management. Given that many OSS
products are continually evolving, specialized knowledge is needed for ongoing maintenance and support. This is
a risk factor in the use of OSS applications. In comparison, proprietary software has higher initial licensing,
software support, and update fees, but support is generally more stable.

Several governments, including Bahrain, China, Costa Rica, Malaysia, Philippines, and South Africa, now have a
stated policy preference for OSS. Others, including Argentina, Venezuela, Brazil, Peru, and Bulgaria, have gone a
step further and mandated the use of OSS. A 2004 survey by the Center for Strategic and International Studies
outlined the use of OSS in more than twenty developed and developing countries. In 2005, the EU conducted a
survey of OSS use in e-Government.

There are many open source templates, software applications, and tools available for building websites and
“interact” and “transact” applications. Open source software providers are often non-profit organizations and
websites are their primary vehicle for distributing products.
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Chapter 7. Challenges — closing the Digital Divide and ensuring
social inclusion

e The Digital Divide: A Policy Challenge
e Ensuring Access through Infrastructure Development
0 Wireless Solutions to the “Last Mile” Problem
o0 Creating Public Access Points
Ensuring e-Literacy
Addressing Language Localization and Advancing Cultural Development
Enabling Access for People with Disability
Overcoming Gender Bias

The challenges of e-Government are very common throughout the world (see D.C. Misra, Emerging E-
Government Challenges, Past Imperfect, Present Tense, but Future Promising, 2008, and Spremic et al, E-
Government in Transition Economies, 2009). The difference between countries lies in the priority and rate at
which they are addressed, which are likely to be context-specific. The basic foundations addressed in earlier
sections of the Primer are crucial, but in addition to the issues of growing capacity within government enabled by
legislation and policy, there is also the need to consider the factors affecting widespread population adoption.

The Digital Divide: A Policy Challenge

People without access to the Internet or the knowledge of how to use it effectively are limited in their ability to
share in the benefits of e-Government. A widely accessible and affordable communications infrastructure is
critical to the successful delivery of government services online, and associated benefits. In addition, the
availability of e-Government services that save citizens and businesses time and money can drive demand for ICT
access, boosting infrastructure development.

The digital divide is a policy issue for countries throughout the world. It exists between countries and regions and
also within a country’s borders, most commonly between rich and poor, between men and women, between urban
and rural areas, between able-bodied and disabled, between old and young, between literate and illiterate. The
digital divide correlates not only with income but also with education levels and cultural attitudes towards
technology. Given the centrality of ICTs to both education and economic opportunity, those without access to
ICTs are likely to fall further behind in a vicious cycle.

Many factors contribute to the digital divide. They include: the level of commitment to education and IT training;
the policy environment for investment in science and technology; and the telecommunications regulatory
framework.

In the last few years, a new focus on the concept of “e-inclusion” or social inclusion has emerged. A central
premise is that the ability to access, adapt, and create knowledge using information and communication
technologies is critical to social inclusion. This focus highlights a shift from the sole focus on technology, to a
focus on equity of disadvantaged groups having access to economic, educational, social, and cultural advantages
enabled by technology (see UNDESA, “Global E-government Readiness Report 2005: From E-government to E-
inclusion”, 2005).
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Ensuring Access through Infrastructure
Development

Many countries have included efforts to build out their ICT
infrastructure within the e-Government strategy efforts. Countries
have set up telecenters, Internet cafes, and kiosks where people have
access to telecommunications services and have combined this with
education and training. Innovative technologies — especially those
associated with wireless access — enable countries to make leaps into
technological development.

At the same time, many countries have placed e-Government within
the context of their Information Society development strategies, for
example, Cape Verde’s Information Society Strategic Program.

In many countries, the introduction of privatization and competition
has been coupled with the establishment of a Universal Service Fund
or a Universal Service Obligation to support the build-out of access in
underserved areas. The creation of public access telecenters, including
mobile kiosks, has been successful in a number of countries, not only
in terms of direct access, but also in terms of e-Literacy and demand.
UNCTAD recommends public investment in Internet backbones to
provide neutral connection points for competing services.

Wireless Solutions to the “Last Mile” Problem

Just a few years ago, the only way an individual could access the
Internet was by connecting a computer with a telephone link to an
Internet Service Provider. This meant that Internet access required
both a computer and telephone service. In a remarkably short period
of time, new technologies have introduced cost-effective and efficient
options for ICT access. These technologies include wireless
broadband networks, such as WiFi and WiMax. See Adlane Fellah,
“WIMAX/BWA in Africa” (June 15, 2005). With the development of
third and fourth generation mobile phone technology, Internet access
is now also available from handheld phones or from plug-in
attachments for laptop computers.

Creating Public Access Points

Governments can provide Internet access at telecenters, post offices,
government branch offices, and even schools and community centers.
Internet cafes and kiosks are also becoming popular access points.
The success of these programs is contingent on, among other factors,
training users and encouraging entrepreneurs. Many projects have
been successful because for-profit entrepreneurs have been involved
in building and sustaining access points in small communities (see
sidebar).
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Examples:  Public  access
elements of e-Government

Drishtee Program in India brings
e-Government services to rural
India using kiosks run and
maintained by entrepreneurs
who charge a small fee for
access.

Citizen Service Centers in the
Bahia Province of Brazil used
a similar model, placing
service kiosks in convenient
locations like shopping centers,
allowing the public to transact
government business.

Jamaica’s SDNP Jamaica Project
offers Internet access in local
post offices, training postal
employees to help the public
utilize ICT services.

Kyrgyzstan eCenters Project set
up four pilot eCenters in rural
Kyrgyzstan to stimulate access
to ICTs, to improve economic
growth, and to lead to
employment training and job
creation.

Kenya AfriAfya Project
consortium using information
exchange to improve health
care services to the rural poor.

The Tiger Leap Initiative in
Estonia collaborated  with
industry to wire schools and
put the entire country online.

Romania Information Technology

Initiative —  Access  which
provides support to
entrepreneurs  to  develop
economically viable

telecenters, partnering with
local NGOs to expand the
usage of ICTs and integrate
them into existing development
programs.
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Ensuring (e)-Literacy

Comfort and familiarity with using technology and the Internet can be achieved using multiple strategies such as
community training in local government centers such as libraries, local government offices, and school ICT labs
or as part of workplace training and development. Addressing the issue of literacy is more fundamental.
“Education for all” has become a priority in developing countries, as recognized in the Millennium Development
Goals, and strategies and plans are being put in place to ensure that every child has access to basic education, at
least at primary level. As part of this commitment, ICTs are gradually being embedded in the educational system
and the delivery of a range of subjects.

However adults who are no longer in the education system can be denied access to the benefits of ICTs due to a
range of issues including lack of recognition of distance learning as a legitimate educational mechanism, and the
lack of accreditation systems for non-formal education. Simpler services and information available via mobile
phones are beginning to address these difficulties.

Strategies to overcome these limits can be found in an options paper presented to the Kenya Ministry of
Education, Science and Technology and in the T4 (Technology Tools for Teaching & Training) project in India.
Online educational programs can be accredited and supported by the government to bridge the learning gap for
citizens who were left behind in the mainstream education system. Information on institutions approved to offer
distance learning can be posted on government education portals. Online educational programs can be especially
valuable to women who cannot participate in mainstream classroom learning due to family responsibilities. The
infoDev webpage on ICTs in education has a host of resources and the educational technology debate website
(www.edutechdebate.org) provides a forum for discussion.

Countries like India that have invested heavily in human ICT capital development continue to reap the benefits of
higher e-Literacy. The Indian Government created an enabling environment leveraging its high population density
by offering ICT training to create a critical mass of citizens who have pushed the country to participate in the
digital economy.

Addressing Language Localization and advancing Culture Development

While English is spoken in many developing countries, it is typically a second or third language, used for
conducting business. Even native language use poses a challenge in countries that have many local or ethnic
dialects. Effective e-Government strategies should emphasize content in the national language or languages and
should also provide for translation into various ethnic dialects.

Enabling Access for People with Disabilities

Individuals with limited mobility, who may be blind or deaf, are able to benefit greatly from e-Government
information and services with sufficient forethought, planning, and appropriate modification of the computers.

The World Wide Web Consortium develops protocols and guidelines to support accessibility to the Internet for
people with disabilities. Those efforts include software solutions, policy initiatives, and educational conferences.
Governments may use a range of tools to measure the accessibility of their websites.
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Overcoming Gender Bias

In formulating e-Government strategies, gender-blind does not mean gender-neutral. Policymakers should be
aware of the different contexts in which women and men live. Policy that does not take gender into account may
have significant, unanticipated negative impacts. E-Government will be most effective if diverse perspectives,
including those of women, are sought (see Strategies to Cross the Gender Digital Divide, DOT-COMments e-
Newsletter, (February 2006)).

Research on the impact of the Internet in Kenya indicates that as a result of family responsibilities, women and
girls have their first encounter with the Internet at a much later age than men and boys, who normally have the
flexibility of going into an Internet cafe at a very early age. Accordingly, programs to provide public access points
should include locations that are easily accessible to women and girls.

It is important for governments to encourage high-level participation of women in the ICT sector, including
policymaking positions. At present, the ICT field is male-dominated in most developing countries. Most ICT
policymakers are men, and ICT programs are more likely to be managed by men than women. As a result of the
current imbalance, it is likely that men will reap the majority of the benefits of e-Government, including business
opportunities associated with e-Government software development and support services. Programs that address
women’s participation in the ICT sector could also provide funding and mentoring services on establishing and
managing businesses related to e-Government. Women and ICT Policy, DOT-COMments e-Newsletter (February
2006).
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Chapter 8. Trends and Future Directions for e-Government

The objectives of e-Government are to:

Improve access to and delivery of public services and information

Enhance transparency, openness of, and engagement with the administration
Increase productivity of businesses, citizens, and employees

Improve efficiency in the design and delivery of government services, and
Contribute to broader government economic and social outcomes.

Implementation has been shown to occur in a number of stages or waves over years and decades. The process and
impact is as much cultural, both societal and public sector, as technological. The successful implementation and
evolution of e-Government in organizations, jurisdictions, countries, and regions relies on multiple factors. With
dedicated leadership, experience, and the establishment of foundation capabilities, governance structures, and
technologies, and growing demands for smart government and reduced costs, “more attention is being focused on
opportunities to share resources, meet common operational and program-related needs, and coordinate service
delivery” (David McClure, Government Transformation, Getting Joined-up Governance Right, 2007).

Six trends contributing to the transformation of government have been nominated by IBM’s Center for The
Business of Government (see sidebar). Certainly the role of the network as co-producer; the real-time expectations
of citizen engagement and responsiveness; the demand for “just right” business intelligence for managing policy
and operations; and the potential to draw and share resources and capabilities from many government, private, and
non-government sectors have all been able

to be accelerated by ICTs.

The iterative nature of new technologies - "
impacting the operations of government,
which can change the way in which
technology is wused and by whom,
highlights the interdependency between
government and technology.

|‘:'“\'I

Governmend 1

5. Engaging

This is evident in the connectivity provided
by telecommunications to networks and
partnerships, new access to and interactions
with citizens and capabilities held by
external organizations, either shared or
contracted, and new insights from
information and business intelligence. A Six Trends Transforming Government Performance
wider span of actors, leaders, and

practitioners are ultimately able to

collectively deliver more value as a result

under the right conditions, highlighting the essential ingredient of effective governance.

Citizens
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The range of emerging technologies expected to influence e-Government depending on the program, budget, and

political and risk dynamics operating in each jurisdiction over the next 5-10 years includes:
e Advanced speech recognition (natural language, speaker-independent)

Automatic translation (near real-time)

High-Speed Broadband Communications (>100 Mbps, e.g., FTTH)

Interactive TV

Smart Cards (used as identity cards, e-passports, etc.)

Citizen Data Integration Hubs

Wearable Computing

Future Web Technologies (Web 2.0 and beyond, mashups, Semantic Web)

Advanced authentication/security technologies (e.g., Biometric ldentity Documents)

Advanced Mobile/Wireless networks (3G/4G and beyond, WiMax)

Virtual/Augmented Reality

Ambient Intelligence (Aml)

Cloud Computing

Service Oriented Architectures

Public administrations are expected to be responsive, plan ahead, and future-proof their investments. The trends
support high performance, transformational government. The key change elements are the way in which
governments respond and the tools and capabilities they use. This applies equally in developed and developing
countries, with the developing countries having the advantage of utilizing lessons learned from others, and
possibly also having less “legacy” hardware, software, and processes committed to retaining the status quo.

Page 60



Resources and References

Chapter 2

Anthony M. Cresswell, G. B. (October 2006). Advancing Return on Investment Analysis for Government
IT: A Public Value Framework. University of Albany, Centre For Technology in Government.

Asian Development Bank, “E-government to combat corruption in the Asia Pacific Region” (2003).

Asian Development Bank, “E-Government: Enabling Asia-Pacific Governments and Citizens to do Public
Business Differently?” (2002).

e Bhatnagar, “Administrative Corruption: How Does E-Government Help?” (2003).

e e-Government for Development, “Cases of eTransparency from Developing/Transitional Countries.”

e Ester Kaufmann, IDRC CRDI, “e-Citizenship, Good Governance and ICT” (2005) [Spanish] [English].

e International Journal of Information Ethics, “Corruption, Transparency and the Role for ICT?” Vol. 2,
November 2004.

e Richard Heeks, University of Manchester. “Information Technology and Public Sector Accountability”
(1998).

o UNDESA, “World Public Sector Report 2003: E-Government at the Crossroads” (October 2003), p. 62.

e USAID, “Information and Communications Technology To Control Corruption”,
(www.usaid.gov/our_work/democracy and_governance/publications/ac/sector/ICT.doc)

e Vintar, M. (1999). Effective Approaches to Reform of the government/citizen relationship. Openness and
Transparency in Governance: Challenges and Opportunities. Second NISPAcee Civil Service Forum.
Maastricht, The Netherlands.

Chapter 3

Compilations of e-Government Models and Case Studies

EU, ePractice.

UNDESA, “Compendium of Innovative E-Government Practices, VVol. 1” (2005).

UNDESA, “Compendium of Innovative E-Government Practices, Vol. 1I” (2006).

United Nations Online Network in Public Administration and Finance (UNPAN), “e-Government
Library” - websites and documents.

Impact of e-Government

"Cashing in - Romanian eProcurement system proves its worth," European Commission e-Government
News (March 27, 2003).

Doug Forbes, Centre-for-eGovernment.com, "The Impact of e-Government on British Local
Government."

e-Government for Development, University of Manchester, UK, "Using ICTs for Government
Transparency."

European Union, "Survey on the impact of e-government on human resources management™ (2003).
Jerker Torngren, "e-Government in Romania." PowerPoint Presentation (March 15-16, 2004).

Momentum Research Group, "net Impact: From Connectivity to Productivity" (2004).

OECD (Organisation for Economic Development and Co-operation) (2003): The e-government
imperative: main findings, Policy Brief, March,

UNDESA, "World Public Sector Report 2003: E-Government at the Crossroads™ (2003).

Valentina (Dardha) Ndou, "E - Government for Developing Countries: Opportunities and Challenges,"
The Electronic Journal on Information Systems in Developing Countries (EJISDC) vol. 18, 1, 1-24
(2004).

Page 61


http://www.ctg.albany.edu/publications/reports/advancing_roi�
http://www.ctg.albany.edu/publications/reports/advancing_roi�
http://www.adb.org/Governance/egovernment_corruption.pdf�
http://adb.org/Documents/Books/Defining_Agenda_Poverty_Reduction/Vol_1/chapter_11.pdf�
http://adb.org/Documents/Books/Defining_Agenda_Poverty_Reduction/Vol_1/chapter_11.pdf�
http://www.gipi.az/ssi_eng/egov/20030324.pdf�
http://www.idrc.ca/uploads/user-S/113517530411_Paper_E-governemnt_E_Kaufman.pdf�
http://www.idrc.ca/uploads/user-S/113517421511_Paper_E_governemnt_E_Kaufman.pdf�
http://www.i-r-i-e.net/inhalt/002/ijie_002_25_sturges.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/APCITY/UNPAN014657.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/UN/UNPAN012733.pdf�
http://www.epractice.eu/en/home/�
http://unpan1.un.org/intradoc/groups/public/documents/UN/UNPAN022196.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/UN/UNPAN023997.pdf�
http://www.unpan.org/egovernment.asp�
http://www.unpan.org/egovernment.asp�
http://www.unpan.org/egovernment.asp�
http://www.epractice.eu/en/news/282497�
http://www.egov4dev.org/transparency/�
http://www.egov4dev.org/transparency/�
http://www.dot-com-alliance.org/resourceptrdb/uploads/partnerfile/upload/138/E-government%20in%20Romania-sjt.ppt�
http://www.netimpactstudy.com/pdf/NetImpact_04b.pdf�
http://www.oecd.org/dataoecd/60/60/2502539.pdf�
http://www.oecd.org/dataoecd/60/60/2502539.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/UN/UNPAN012733.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/untc/unpan018634.pdf�

World Bank, "What is the Impact of e-Government Services? The Experience of Sao Paulo, Brazil."

Websites: Selected Examples

Finland: organizes links and resources by "life cycle" needs of individuals (for example, housing,
education, transportation) and by specific groups (young people, businesses, the elderly).

Malaysia government directory: links to ministry websites.

Mauritius: “A to Z” directory of government services online.

New Zealand: “A to Z” government directory.

South Africa index of national departments: basic information for each ministry, contact information for
government officials, and links to ministry websites.

Planning and Designing e-Government Websites

Australia, The Guide to Minimum Website Standards (April 2003), Western Australian Government
Website Governance and Management.

Australian government, Better Practice Checklists.

New Zealand, Web Guidelines Toolkit.

UK, Web guidelines (June 2003).

UK, Website Template Start-up Kit (2002).

US, Usability.gov on creating e-Government websites. Includes step-by-step guidelines.
eGov4Dev: How do | implement my e-government site?

eGov4Dev: How do | maintain my website?

Center for Technology in Government, Tools and Resources for e-Government.

Andrea Bardelli-Danieli, “How do | plan an e-government website?” (2004).

EU, Good Practice materials.

Specific e-Services

E-Procurement

Claudio Orrego, Carlos Osorio, and Rodrigo Mardones, "Technological innovation in public sector
reform: Chile's public procurement e-system."

European Commission e-Government News, “Cashing in — Romanian eProcurement system proves its
worth” (March 27, 2003).

Jerker Torngren, “e-Government in Romania,” Presentation for the Conference on e-Government Strategy
in Skopje, Macedonia (March 15-16, 2004).

Manchester University Institute for Development Policy and Management, e-Government for
Development, eTransparency Case Study No. 9, “E-licitatie: Transparency of Romanian Public
Procurement Through ICTs” (2003).

Ministry of Communication and Information Technology, “Electronic System for Public Acquisitions e-
Procurement.”

PREM notes, The World Bank, January 2001, “Chile's Government Procurement E-System.”

E-Democracy

Democracy Online
e-Government for Development, Cases of eTransparency from Developing/Transitional Countries: List.
eRepresentative: A virtual desktop to support the mobile elected representative.

Page 62


http://web.worldbank.org/WBSITE/EXTERNAL/TOPICS/EXTINFORMATIONANDCOMMUNICATIONANDTECHNOLOGIES/EXTEDEVELOPMENT/0,,contentMDK:20797310~menuPK:2643963~pagePK:64020865~piPK:51164185~theSitePK:559460,00.html�
http://www.suomi.fi/suomifi/english/index.html�
http://www.malaysia.gov.my/EN/Pages/default.aspx�
http://www.gov.mu/portal/goc/a-z/a_z_min.jsp�
http://www.govt.nz/atoz�
http://www.info.gov.za/aboutgovt/dept.htm�
http://www.agimo.gov.au/practice/mws�
http://www.egov.dpc.wa.gov.au/PoliciesAndGuidelines/WEBSITEGOVERNANCEFRAMEWORK/Pages/WebsiteGovernanceManagementProcess.aspx�
http://www.egov.dpc.wa.gov.au/PoliciesAndGuidelines/WEBSITEGOVERNANCEFRAMEWORK/Pages/WebsiteGovernanceManagementProcess.aspx�
http://www.agimo.gov.au/practice/delivery/checklists�
http://www.e.govt.nz/standards/web-guidelines/�
http://www.cabinetoffice.gov.uk/government_it/web_guidelines.aspx�
http://archive.cabinetoffice.gov.uk/e-government/resources/handbook/html/startup.asp�
http://www.usability.gov/�
http://www.usability.gov/pdfs/guidelines.html�
http://www.egov4dev.org/webimplem.htm�
http://www.egov4dev.org/webmaintain.htm�
http://www.ctg.albany.edu/tools/tools?chapter=tools�
http://www.egov4dev.org/webplan.htm�
http://ec.europa.eu/information_society/activities/egovernment/prac_exchange/index_en.htm�
http://whitepapers.zdnet.co.uk/0,1000000651,260134314p,00.htm�
http://whitepapers.zdnet.co.uk/0,1000000651,260134314p,00.htm�
http://www.epractice.eu/en/news/282497�
http://www.epractice.eu/en/news/282497�
http://www.dot-com-alliance.org/resourceptrdb/uploads/partnerfile/upload/138/E-government%20in%20Romania-sjt.ppt�
http://www.dot-com-alliance.org/resourceptrdb/uploads/partnerfile/upload/138/E-government%20in%20Romania-sjt.ppt�
http://www.egov4dev.org/elicitatie.htm�
http://www.egov4dev.org/elicitatie.htm�
http://www.mcti.ro/index.php?KTURL=page&page=864�
http://www.mcti.ro/index.php?KTURL=page&page=864�
http://unpan1.un.org/intradoc/groups/public/documents/other/unpan022121.pdf�
http://dowire.org/�
http://www.egov4dev.org/transparency/evaluation/factormodel.shtml�
http://erepresentative.org/�

Gov2DemOQSS - an open source, generic but customizable, informative and collaborative e-participation
platform.

International Centre of Excellence for Local eDemocracy, Toolkit for Local e-Democracy Projects.

Other ICELE’s resources include case studies from around the world, reports, and a guide to funding
sources.

Problems and Promises of e-Democracy: Challenges of on-line Citizen Engagement, OECD, 2003

Public Deliberation: A Manager’s Guide to Citizen Engagement, America Speaks and IBM Centre for
Business of Government, Collaboration Series, 2006.

Resources — e-Parliaments

Steve Clift, “Top Ten Tips for "Weos" - Wired Elected Officials” (2000).

Steven L. CIift, “E-Government and Democracy: Representation and Citizen Engagement in the
Information Age (2004).”

Tess Kingham, “World Bank Institute e-Parliaments: The Use of Information and Communication
Technologies to Improve Parliamentary Processes,” (2003).

The UK national government has provided resources to help local governments create their own e-
Government sites.

They Work For You: My Society, UK, bridging the gap between the public and their elected
representatives

UNDESA, “Global E-Government Readiness Report 2005: From E-Government to E-Inclusion” (2005),
pp. 93-105.

UNDESA, “Global e-Government Survey, From e-Government to Connected Governance, 20087,

When Government Engages: Online Participation — an introduction, New Zealand, 2007.

Workbook eCitizen Charter, Netherlands, 2007.

Types of e-Government and Illustrative Applications

Asian Development Bank, “E-Government in the Asia Pacific Region” (October 2001).

Bertelsmann Foundation, “Balanced E-Government: Connecting Efficient Administration and Responsive
Democracy” (March 2002).

Clay G. Wescott, “E-Government and the Applications of Technology to Government Services” (2005).
COE, Electronic Governance (“E-Governance”) Recommendation adopted by the Committee of Ministers
and explanatory memorandum (15 December 2004).

Darrell West, Center for Public Policy, Brown University, “Global e-Government Report, 2006”.

Further resources from the OECD on e-Government.

OECD, “Good Governance for Development (GfD) in Arab Countries” (2006).

OECD, “The E-Government Imperative” (2003).

OSlI, “Of Modems and Men: Installing E-government in the E-east,” Local Government Brief (Winter
2003).

UNDESA, “Global e-Government Readiness Report, 2004: Towards Access for Opportunity.”

UNDESA, “Global e-Government Readiness Report, 2005: From e-Government to e-Inclusion.”
UNDESA, “World Public Sector Report 2003: E-Government at the Crossroads” (2003).

University of Manchester (UK), Institute for Development Policy and Management, e-Government for
Development website.

Using ICT to Improve Governance & Transparency.

Valentina (Dardha) Ndou, “E-Government for Developing Countries: Opportunities and Challenges,” The
Electronic Journal on Information Systems in Developing Countries (EJISDC) vol. 18, 1, 1-24 (2004).
World Resources Institute, Digital Dividend Project, “Lessons From the Field: E-Government” (2004).

Page 63


http://www.gov2u.com/ongoing-projects.htm�
http://www.icele.org/site/scripts/documents.php?categoryID=94�
http://www.icele.org/site/index.php�
http://www.oecd.org/dataoecd/9/11/35176328.pdf�
http://www.businessofgovernment.org/pdfs/LukensmeyerReport.pdf�
http://www.publicus.net/articles/weos.html�
http://www.publicus.net/articles/cliftegovdemocracy.pdf�
http://www.publicus.net/articles/cliftegovdemocracy.pdf�
http://siteresources.worldbank.org/WBI/Resources/wbi37210Kingham.pdf�
http://siteresources.worldbank.org/WBI/Resources/wbi37210Kingham.pdf�
http://www.local.gov.uk/�
http://www.local.gov.uk/�
http://www.theyworkforyou.com/�
http://unpan1.un.org/intradoc/groups/public/documents/un/unpan021888.pdf�
http://www.unpan.org/egovernment.asp�
http://plone.e.govt.nz/policy/participation/online-guide-07.pdf�
http://www.adb.org/Documents/Papers/E_Government/egovernment.pdf�
http://www.begix.de/en/studie/�
http://www.begix.de/en/studie/�
http://www.adb.org/Documents/Papers/E-Government/egov-techgov.pdf�
http://www.coe.int/t/e/integrated_projects/democracy/02_activities/01_e-governance/00_recommendation_and_explanatory_memorandum/Rec(04)15gouvernance%20electro-A.pdf�
http://www.coe.int/t/e/integrated_projects/democracy/02_activities/01_e-governance/00_recommendation_and_explanatory_memorandum/Rec(04)15gouvernance%20electro-A.pdf�
http://www.insidepolitics.org/egovt06int.pdf�
http://www.oecd.org/department/0,2688,en_2649_34129_1_1_1_1_1,00.html�
http://www.oecd.org/dataoecd/0/21/36266246.pdf�
http://www.oecd.org/dataoecd/60/60/2502539.pdf�
http://lgi.osi.hu/publications/2003/217/english.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/un/unpan019207.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/un/unpan021888.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/un/unpan012733.pdf�
http://www.egov4dev.org/�
http://www.egov4dev.org/�
http://ict.developmentgateway.org/Highlight.10973+M582906e99cc.0.html�
http://www.ejisdc.org/ojs2/index.php/ejisdc/article/view/110�
http://www.digitaldividend.org/pubs/pubs_06_overview_egovernment.htm�

m-Government

e Development Gateway, Resources on m-Government.

e Emmanuel C. Lallana, “e-Government for Development: mGovernment Applications and Purposes Page”
(2004).

e Emmanuel C. Lallana, mGovernment: Mobile/Wireless Applications in Government, e-Government for
Development, Institute for Development Policy and Management, University of Manchester, October
2008.

e Ibrahim Kushchu, (ed.), Mobile Government: An Emerging Direction in E-Government, IGI Publishing,
Hershey PA, 2007.

General Theme 1l

e “Breaking Barriers to e-Government”.

e OECD, “The Hidden Threat to E-Government - Avoiding large government IT failures” (2001).

e Richard Heeks (Series Editor), iGovernment - Information Systems, Technology and Government:
Working Papers and Short Papers.

e The Commonwealth Center for Electronic Governance.

e UNDESA, “Guiding Principles for Successful e-Government.”

Chapter 4
Leadership
e OECD Policy Brief, “Checklist for e-Government Leaders” (2003).

e Pacific Council on International Policy, “Roadmap for e-Government in the Developing World: Ten
Questions e-Government Leaders Should Ask Themselves” (2002).

National Strategies/Plans Links

Australia
Abu Dhabi
Denmark
Eqgypt.

Hong Kong
India
Jamaica
Kenya
Korea

New Zealand
Norwa
Saudi Arabia
UK

Page 64


http://egovernment.developmentgateway.org/Community-Content.9372+M53736110d56.0.html�
http://egovernment.developmentgateway.org/Community-Content.9372+M53736110d56.0.html�
http://www.egov4dev.org/mgovernment/�
http://www.egov4dev.org/mgovernment/�
http://www.sed.manchester.ac.uk/idpm�
http://www.amazon.com/Mobile-Government-Emerging-Direction-E-government/dp/1591408849�
http://www.egovbarriers.org/�
http://www.oecd.org/dataoecd/19/12/1901677.pdf�
http://www.sed.manchester.ac.uk/idpm/publications/wp/igov/index.htm�
http://www.sed.manchester.ac.uk/idpm/publications/wp/igov/index.htm�
http://www.electronicgov.net/pubs/research_papers/index.shtml�
http://unpan1.un.org/intradoc/groups/public/documents/un/unpan008627.pdf�
http://www.oecd.org/dataoecd/62/58/11923037.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/apcity/unpan005030.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/apcity/unpan005030.pdf�
http://www.finance.gov.au/publications/2006-e-government-strategy/index.html�
http://business.abudhabi.ae/egovPoolPortal_WAR/appmanager/ADeGP/Business?_nfpb=true&_pageLabel=P3400237741215577308422&lang=en�
http://modernisering.dk/fileadmin/user_upload/documents/Projekter/digitaliseringsstrategi/Danish_E-government_strategy_2007-2010.pdf�
http://www.uneca.org/aisi/nici/Documents/EISI_Gov_English_paper.pdf�
http://www.info.gov.hk/digital21/e-gov/eng/index.htm�
http://india.gov.in/govt.php�
http://www.cabinet.gov.jm/files/docs/MVSP_Govatyourservice.pdf?phpMyAdmin=36964530831c7b5cd24342ae2600c405�
http://www.e-government.go.ke/�
http://www.korea.go.kr/eng/Webzine/_images/200707/KOREA%20EGOVERNMENT%202007.pdf�
http://www.e.govt.nz/about-egovt/strategy/nov-2006/�
http://www.regjeringen.no/en/dep/fad/Documents/Reports-and-plans/Plans/2005/eNorway-2009--the-digital-leap.html?id=476705�
http://www.yesser.gov.sa/english/documents/National_E-Gov_Action_Plan_(F).pdf�
http://www.cabinetoffice.gov.uk/cio/transformational_government.aspx�

Stakeholder Engagement

“Citizens’ participation in eGov planning in Lithuania, Belarus and Ukraine.”
Richard Heeks, “Most e-Government-for-Development Projects Fail: How Can Risks be Reduced?”
(2003).

Assessment

Accenture, Leadership in Customer Service, Creating Shared Responsibility for Better Outcomes, 2008, —
One of a series of annual assessments of countries’ e-Government and citizen service transformation
efforts.

South African NGO bridges.org’s e-Readiness Assessment Comparison Tool.

The Audit Office of New South Wales, “Guide to Better Practice: e-ready, e-steady, e-government: e-
government readiness assessment guide” (2001) -- Provides a simple assessment tool to assist in focusing
high-level awareness across the range of issues related to e-Government.

The Center for International Development (CID) at Harvard and IBM, “Readiness for the Networked
World” — A widely-used general purpose e-readiness assessment tool for developing countries.

UNDESA eGovernment Survey, Main Features, February 2008.

UNDESA, “Global e-Government Readiness Report, 2005: From e-Government to e-Inclusion”. UN E-
Government Survey 2008, From eGovernment to Connected Governance,

Waseda University International e-Government Ranking.

Planning and Strategy

“The Basic Building of Blocks of E-Government, Chapter 5 in "E-Development: From Excitement to
Effectiveness” (World Bank, 2005).

Baharul Islam, “Regional e-Government Framework,” United Nations Economic Commission for Africa,
EAC Secretariat (June 2005).

e-Government for Development, “Achieving Success / Avoiding Failure in e-Government Projects”.
Failure, Success, and Improvisation of Information System Projects in Developing Countries.

Local e-Democracy National Project, “Business Case Toolkit”.

OECD, “The Hidden Threat to E-Government - Avoiding large government IT failures” (2001).

Office of the President of Kenya, e-Government Strategy (2004).

Randeep Sudan, “The Building Blocks of e-Government,” Chapter 5 in “e-Development: From
Excitement to Effectiveness”.

Richard Heeks, “Simple Factor Rating: eGov Risk Assessment Technique 1” (2003).

Richard Heeks, IDPM, University of Manchester, UK, (2003), “e-Government for Development Avoiding
eGov Failure: Ideas About Overall Vision/Strategy.” and “Success and Failure in eGovernment Projects,
(2008)

The Pacific Council on International Policy, “The Roadmap for E-Government in the Developing World”
(April 2002).

UKgovTalk: Setting Standards for Seamless Electronic Government.

Managing e-Government

Australian Government Information Management Office, “E-Government Benefits Study — Managing e-
Government.”

David Lazer and Maria Christina Binz-Scharf, Information Sharing in E-Government Projects: Managing
Novelty and Cross-Agency Cooperation (Kennedy School of Government, Harvard University, 2004).

Page 65


http://www.policy.hu/sokolova/sokolova_policypaper_april.pdf�
http://www.sed.manchester.ac.uk/idpm/publications/wp/igov/igov_wp14.pdf�
http://www.bridges.org/publication/128�
http://www.audit.nsw.gov.au/publications/better_practice/2001/e_gov_bpg_sept_01.pdf�
http://www.audit.nsw.gov.au/publications/better_practice/2001/e_gov_bpg_sept_01.pdf�
http://cyber.law.harvard.edu/readinessguide/�
http://cyber.law.harvard.edu/readinessguide/�
http://unpan1.un.org/intradoc/groups/public/documents/un/unpan029361.pdf�
http://unpan1.un.org/intradoc/groups/public/documents/un/unpan021888.pdf�
http://www.unpan.org/egovernment.asp�
http://www.unpan.org/egovernment.asp�
http://www.giti.waseda.ac.jp/GITS/news/download/e-Government_Ranking2009_en.pdf�
http://www1.worldbank.org/prem/PREMNotes/premnote91.pdf�
http://www1.worldbank.org/prem/PREMNotes/premnote91.pdf�
http://www.eac.int/EAC_eGov_Draft_Framework.pdf�
http://www.egov4dev.org/topic1.htm�
http://www.sed.manchester.ac.uk/idpm/publications/wp/di/di_wp11.htm�
http://www.idea.gov.uk/idk/aio/6055977�
http://www.oecd.org/dataoecd/19/12/1901677.pdf�
http://www.e-government.go.ke/index.php?option=com_content&view=article&id=93&Itemid=97�
http://www-wds.worldbank.org/servlet/WDSContentServer/WDSP/IB/2005/11/08/000090341_20051108163202/Rendered/PDF/341470EDevelopment.pdf�
http://www.egov4dev.org/riskfactor.htm�
http://www.egov4dev.org/ideastrategy.htm�
http://www.egov4dev.org/ideastrategy.htm�
http://www.pacificcouncil.org/pdfs/e-gov.paper.f.pdf�
http://www.govtalk.gov.uk/�
http://www.agimo.gov.au/publications/2003/03/e-govt_benefits_study/managing�
http://www.agimo.gov.au/publications/2003/03/e-govt_benefits_study/managing�
http://www.innovations.harvard.edu/showdoc.html?id=4852�
http://www.innovations.harvard.edu/showdoc.html?id=4852�

Improving Governance and Service Delivery through E-Government: the Case of Cape Verde (focuses on
the national e-Government strategy).

OECD Policy Brief: Checklist for e-Government Leaders.

Public Technology, Inc. and National Information Consortium, “E-Government: A Strategic Planning
Guide for Local Officials.”

Richard Heeks, Implementing and Managing E-Government — An International Text (Sage Publications,
2005).

Society (Society of Information Technology Management — UK), “Managing e-Government - a
discussion paper” (May 2003).

The Basic Building of Blocks of E-Government,” Chapter 5 in “E-Development: From Excitement to
Effectiveness (2005).

Back Office Reform

The Canadian province of Nova Scotia has issued a "how-to manual” for planning the transition to e-
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e Treasury Board of Canada Secretariat, “PlA e-Learning tool.”

Privacy Notes

e Canadian Government’s “Guide to Writing a Privacy Notice.”
e OECD, “Privacy Statement Generator.”
e Treasury Board of Canada, “Notice and Consent Guidelines in an Online Environment” (April 23, 2003).

Privacy Audit

e Australian Government, “The Privacy Audit Process.”

Stefan A. Brands, Rethinking Public Key Infrastructures and Digital Certificates: Building in Privacy
(MIT Press, 2000)

Harvard Law School (US), “Privacy audit checklist.”

Privacy Design Principles for an Integrated Justice System - Working Paper, April 5, 2000.
Privacy-Enhancing Technologies - White paper for decision-makers.

Victoria (Australia) Privacy Commissioner, “Privacy Audit Manual” prepared by the Australian National
Privacy Commissioner, “Privacy Audit Manual.”

Information Security

e APEC Information Systems Security Standards Handbook.

e European Union, Improving the Security of Information Infrastructures and Combating Computer-related
Crime (2001).

e Finland, Government Resolution on National Information Security Strategy (2008).

¢ Information Technology Security Handbook, infoDev/World Bank (2003).

e Myriam Dunn and Isabelle Wigert, International Critical Information Infrastructure Protection Handbook
2004, edited by Andreas Wenger and Jan Metzger, Center for Security Studies, Swiss Federal Institute of
Technology (2004).

Cyber-security Principles and Guidelines: International Models

e APEC Strategy and Statement on the Security of Information and Communications Infrastructure.

e EU Council Resolution of 28 January 2002 on a European approach towards a culture of network and
information security.

e European Commission proposal for a Council framework decision on attacks against information

systems.
e OECD Guidelines for Security of Information Systems and Networks.

e US National Strateqy to Secure Cyberspace.

Data, Records Management, and Content

e Archives New Zealand, “Continuum — A Guide to Developing RecordKeeping Strategies for Websites”,
2003.

e Australia has developed a methodology for designing and implementing recordkeeping systems (DIRKS).

e Copies of ISO 15489 can be purchased from the International Organization for Standardization.

e European Commission’s Model Requirements for the Management of Electronic Records (MoReq).
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The State of New South Wales (Australia) has an extensive set of materials on records management
issues.

US Department of Defense’s DoD 5015.2 — Design Criteria Standard for Electronic Records Management
Software Applications (RMA).

The World Bank in partnership with the International Records Management Trust conducted a multi-year
project on Evidence-Based Governance in the Electronic Age. The Project produced a very useful set of
papers, reports, and tools.

Records Management Tools

The E-Records Readiness Tool provides governments a simple, high-level assessment of the various
components of a records management infrastructure including legal policy, technology capability, and
human resources.

The Records Management Capacity Assessment System (RMCAS) is a tool designed to help assess
records and information systems capacity in the public sector, particularly for developing countries.

A Guide to Integrating Records Management Requirements into Financial Management Systems is
available from IRMT.

The International Records Management Trust has played a prominent role in researching electronic
recordkeeping issues in developing countries and in developing tools for governments moving from
manual to electronic systems.

International Organizations for recordkeeping and electronic records

The following organizations have extensive resources for the management of records in an electronic
environment:

AllM

ARMA International

International Council on Archives

International Records Management Trust offers a Summary of Key Policy Issues and an online study
program on the management of public records. Other results of the IRMT project are available at
http://www.irmt.org/consultancyProjects.html.

National and state recordkeeping processes

Australia
Canada — Information Management Tools

Denmark
New South Wales (Australia)

New Zealand

Norwa

South Africa
United Kingdom

Records Management and e-Government
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Evidence Based Government in the Electronic Age, A World Bank and International Records
Management Trust Partnership Project (2004).
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IRMT, Electronic Government and Electronic Records: E-Records Readiness and Capacity Building — An
Electronic Discussion (19 November — 12 December 2003).

IRMT, Evidence Based Government in the Electronic Age: A Summary of Key Policy Issues (August
2002).

IRMT, Evidence Based Government in the Electronic Age: Case Study Summaries (September 2003).
IRMT, Financial Management Reform and Record Keeping: Evidence Based Government in the
Electronic Age — Electronic Discussion Summary (February 2003).

IRMT, Information Technology, Electronic Records, and Record Keeping: Evidence Based Government
in the Electronic Age — Electronic Discussion Summary (January 2003).

Theresa A. Pardo, Anthony M. Cresswell, Sharon S. Dawes, Brian Burke, Lucy Dadayan, Sudarshan
Embar, and Hyuckbin Kwon, Center for Technology in Government, “Building State Government Digital
Preservation Partnerships: A Capability Assessment and Planning Toolkit, VVersion 1.0” (August 2005).
World Bank, “Fostering Trust and Transparency through Information Systems” (March 2005).

“Layman’s Guide to Metadata” (2002).
E-Government Act of 2002 (US) — selected provisions on interoperability and XML.

XML.gov.

Records Preservation

Theresa A. Pardo, et al., Center for Technology in Government, “Building State Government Digital
Preservation Partnerships: A Capability Assessment and Planning Toolkit, Version 1.0” (August 2005).

Interoperability

Benot Mller, “e-Government: Interoperability and Innovation.”

Bruce Perens, Open Standards, Principles and Practice

Communication from the Commission to the Council and the European Parliament, “Interoperability for
Pan-European e-Government Services” (2006).

E-Government Act of 2002 (US) — selected provisions on interoperability and XML.

Herbert Kubicek and Ralf Cimander, “Interoperability in e-Government: A survey on Information Needs
of Different EU Stakeholders” (December 2005).

IDABC, “European Interoperability Framework for Pan-European e-Government Services” (2004).

Korea Government’s Efforts for Information System Interoperability (2005).

Open Standards.net

Sun, Definition of Open Standards

UK Government, Open Source, Open Standards and Re—Use: Government Action Plan, February 20009.

Open Source Software

Apache Foundation, which developed the Apache web server, a search engine known as “Lucerne,” an
anti-spam product known as “Spam Assassin,” and a server known as “Geronimo.”

European Union inventory of Free, Libre and Open Source Software (FLOSS) applications, covering a
range of areas including e-Learning, workflow and workload management, healthcare, middleware, e-
Justice, and human resources.

Free Software Foundation (FSF).

Page 71


http://www.irmt.org/documents/research_reports/e_discussions/IRMT_ediss_readiness.pdf�
http://www.irmt.org/documents/research_reports/e_discussions/IRMT_ediss_readiness.pdf�
http://www.irmt.org/documents/research_reports/background_information/key_issues/IRMT_key_policy_issues.pdf�
http://www.irmt.org/documents/research_reports/case_studies/IRMT_Case_Studies_Summaries.pdf�
http://www.irmt.org/documents/research_reports/e_discussions/IRMT_ediss_financial.pdf�
http://www.irmt.org/documents/research_reports/e_discussions/IRMT_ediss_financial.pdf�
http://www.irmt.org/documents/research_reports/e_discussions/IRMT_ediss_info_tech.pdf�
http://www.irmt.org/documents/research_reports/e_discussions/IRMT_ediss_info_tech.pdf�
http://www.ctg.albany.edu/publications/guides/digital_preservation_partnerships�
http://www.ctg.albany.edu/publications/guides/digital_preservation_partnerships�
http://www1.worldbank.org/prem/PREMNotes/premnote97.pdf�
http://www.govtalk.gov.uk/schemasstandards/metadata_document.asp?docnum=669�
http://www.xml.gov/documents/completed/eGovXML.htm�
http://www.xml.gov/documents/completed/eGovXML.htm�
http://www.ctg.albany.edu/publications/guides/digital_preservation_partnerships�
http://www.ctg.albany.edu/publications/guides/digital_preservation_partnerships�
http://interop-esa05.unige.ch/INTEROP/Proceedings/eGovScientific/papers/6b1.pdf�
http://perens.com/OpenStandards/Definition.html�
http://europa.eu.int/idabc/servlets/Doc?id=24117�
http://europa.eu.int/idabc/servlets/Doc?id=24117�
http://www.xml.gov/documents/completed/eGovXML.htm�
http://www.politech-institute.org/review/articles/KUBICEK_Herbert_&_CIMANDER_Ralf_volume_3.pdf�
http://www.politech-institute.org/review/articles/KUBICEK_Herbert_&_CIMANDER_Ralf_volume_3.pdf�
http://europa.eu.int/idabc/servlets/Doc?id=19528�
http://unpan1.un.org/intradoc/groups/public/documents/APCITY/UNPAN023909.pdf�
http://www.openstandards.net/viewOSnet3C.jsp�
http://www.sun.com/software/standards/definition.xml�
http://www.cabinetoffice.gov.uk/government_it/open_source.aspx,�
http://www.apache.org/�
http://europa.eu.int/idabc/en/chapter/5649�
http://www.fsf.org/�

infoDev study outlining the use of OSS in developing countries.

Kenneth Liew, Computer World Singapore, “Open Source for Governments™ (December 2005).
Mozilla Foundation, which provides the Firefox web browser.

Open Source in E-government. Danish Board of Technology, October 2002.

Open Source Initiative.

Open Source Software Resources

Open Source Web Design (OSWD), a provider of some 1,600 free web design templates.
Rishab Aiyer Ghosh, “License fees and GDP per capita: The case for open source in developing
countries”.

Source Forge, a repository for approximately 130,000 open source projects.

South African government website on OSS policy.

UNDP primer on OSS in e-Government in the developing world.

Challenges of e-Government

Misra, D.C., Emerging e-Government Challenges: Past Imperfect, Present Tense, Future Promising, e-
Government Survey, 2008.

Mario Spremic, J. S. (2009). E-Government in Transition Economies. World Academy of Science,
Engineering and Technology , 53, 518-525.

Chapter 7

The Digital Divide

OECD, Information and Communications Technologies website.

Eldis, ICT for Development Resource Guide.

The Report of the Task Force on Financial Mechanisms for ICT for Development (December 22, 2004).
APC (Chris Nicol, editor) ICT Policy: A Beginner's Handbook (December 2003).

UNDP-APDIP, ICT Policy Formulation and e-Strategy Development — A Comprehensive Guidebook
(2005).

infoDev, “Access For All: Broadening the reach and affordability of ICTs” — includes ICT Regulation
Toolkit and Telecommunications Regulation Handbook.

ITU, World Telecommunication Development Report 2003.

Norris, Pippa, The Worldwide Digital Divide: Information Poverty, the Internet and Development.
(2000).

Spremic, M., Simurina, J., Jakovic, B. and Ivanov, M., E-Government in Transition Economies, World
Academy of Science, Engineering and Technology, 53, 518-525, (2009).

UNDESA, World Public Sector Report 2003: e-Government at the Crossroads.

UNDESA, UN Global E-government Readiness Report 2005: From E-government to E-inclusion.
UNDP-APDIP, ICT Policy Formulation and e-Strategy Development — A Comprehensive Guidebook
(2005).

UNESCO, Asia Pacific Regional Bureau for Communication and Information, New Delhi, India, E-
Government Toolkit for Developing Countries (2005).

Digital /Social Inclusion

Mark Warschauer, Technology and Social Inclusion, Rethinking the Digital Divide, MIT Press, 2003
UK http://digitalinclusion.pbworks.com/FrontPage
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Access for People with Disability

e World Web Consortium (W3C) standards for accessibility.
e WS3C Accessible Web Guidelines and draft on Web Accessibility and Mobiles.
e Universal Usability in Practice.
e Universal Design Principles.
e UK accessibility guidelines.
Gender
e Darrell M. West, “Achieving E-Government for All: Highlights from a National Survey” (October 2003).
e DOT-COM Comments, “A Gender Perspective” (May 2005).
e DOT-COM Comments, “Women and ICT Policy” (June 2006).
e Nancy Hafkin and Nancy Taggart, “Gender, Information Technology and Developing Countries: An
Analytical Study" (2001).
e World Bank, Engendering ICT ToolKit.
e www.genderIT.org.
Chapter 8

Government Transformation

Mark Abramson, Jonathan Breul, and John. Kamensky, Six Trends Transforming Government, IBM
Centre for the Business of Government, 2006.

Aharmon Hauptman, Tel-Aviv University, ELOST Foresight Study: “Emerging technologies and their
potential impact on the future use of e-Gov services by LSG”, March 2008.

David McClure, “Government Transformation, Getting Joined-up Governance Right”, Gartner, ID
Number: G00151641, September 2007.
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